System BackupAdm:mstrator g .

_—
for LINUX

Linux System Recovery Guide
Version 7.1

3TORIX



Trademarks and Copyrights
© Copyright SBAdmin, Inc. 1999-2009

SBAdmin is a registered trademark of SBAdmin, Inc.

SBAdmin is a trademark of Storix, Inc in the USA and other countries

Intel is a registered trademark of Intel, Inc.

Linux is a registered trademark of Linus Torvalds.

Intel, Pentium, 1A32, Itanium, Celeron and 1A64 are registered trademarks of Intel Corporation.
AMD, Opteron, and Athlon are registered trademarks of Advanced Micro Devices.

HP Integrity servers are registered trademarks of Hewlett-Packard Development Company.

Publicly Available Software

This product either includes or is developed using source code that is publicly available:

AESCrypt* Rijndael and Cipher Block Feedback mode Copyright 1999,2000 Enhanced Software
(CFB-128) encryption/decryption algorithms Technologies Inc.
http://aescrypt.sourceforge.net/
BusyBox Single executable containing tiny Copyright 1989, 1991 Free Software Foundation, Inc.
versions of many common UNIX utilities. http://busybox.net/cgi-bin/cvsweb/busybox/
LILO Linux boot LOader Copyright 1999-2003 John Coffman.

Copyright 1992-1998 Werner Almesberger.
http://freshmeat.net/projects/lilo/

parted Linux partition editor for EFI GPT partition Copyright (C) 1999, 2000, 2001, 2002, 2003, 2005
tables Free Software Foundation, Inc.

sfdisk Linux partition editor for MSDOS partition tables ~ Copyright (C) 1995 Andries E. Brouwer (aeb@cwi.nl)

Tcl Open source scripting language Copyright Regents of the University of California,

Sun Microsystems, Inc.
http://tcl.sourceforge.net

Tk Tk graphics toolkit Copyright Regents of the University of California,
Sun Microsystems, Inc.
http://tcl.sourceforge.net

Yaboot IBM CHRP Boot loader for Linux on PPC Copyright 2001-2003 Ethan Benson
Copyright 1999-2001 Benjamin Herrenschmidt
Copyright 2001-2003 Peter Bergner
http://penguinppc.org/projects/yaboot/

*Encryption Software

SBAdmin System Backup Administrator Backup Data Encryption Feature has a cryptographic component, using
Advanced Encryption Standard (AES) "Rijndael" encryption algorithm in Cipher Block Feedback (stream) mode (CFB-128),
supporting 128, 192 and 256-bit keys.

It is not for export or redistribution to any of what are called the "T-10 Terrorist States" as determined by the U.S. Department
of State. SBAdmin System Backup Administrator Backup Data Encryption Feature has been registered with U.S. Bureau of
Information and Security and is distributed under Export Control Classification Number (ECCN) 5D992. This encryption item
is authorized for export and re-export under section 742.15 (B)(2) of the Export Administration Regulations (EAR).

Storix System Backup Administrator -2- Version 7.1 Linux System Recovery Guide


http://aescrypt.sourceforge.net/
http://busybox.net/cgi-bin/cvsweb/busybox/
http://freshmeat.net/projects/lilo/
http://tcl.sourceforge.net/
http://tcl.sourceforge.net/
http://penguinppc.org/projects/yaboot/

Table of Contents

I 1 4 o o ¥ o3 1 o ] o S PSP
WHhEN 10 USE ThiS GUITE . .ceiiieiiii ettt ettt e et e e e et e e e et e e e e e ta e e aeta e e e et e eeeanaeeeannaees
=20 0011 g o] oL )Y PP TP
System and Program REQUIFEMENTS .....oouuuuiiii ettt e ettt e e et e e e e e et e b a e e e e e e eenraennaeeeeees

T LIS U o] ofoT g 2 L=To [V T ¢=10 0 T=1 ) £ TP
SYSIEM MEMOIY ..ttt e e e e e enns
Programs for Creating and Writing Bootable CDROMs
The Device Filesystem (DeVfS).......couuuiiiiiiiiiiii e
12 ToTo) A o = Uo [ = TP

2. Creating Boot Media for System Installation............ccccocoveviiiiii i 10
When to Create Boot Media .........cccovvviiieeennnnne

When You Should Create New Boot Media

Creating System Installation BOOt MEIa ........ccouuniiiiiiiiii e e e e e eeeans

CDROM IMAGE ...ttt e ettt e ettt et e e e e e e ettt e b b et e e et et e e e et e e e e e e e e e e e e e e n e

= oL PSPPI

CUuStOMIZING the BOOt IMEAIA. ... ceeeiiee et e ettt e e et e e e et e e e e e eeaa e e aean e aeeeans
Select SCSI Modules ...,
Network Modules ...........ooiiiiiiiiiiiiie
Boot console device...........ooooeevviiiiiiiiiineenns
KEINEI REICASE LEVEL ... ettt ettt e e et e e e et e e eaens
NO-PromMPt INSTAITALION .....vei et e et e e e et e e e e e e e e nabaes
Enabling Remote INStallation MaNAGEr ...........uiiiiuiii ettt e et e et e eeeaa e ees
Configuring RIM when Creating BOOt MEAIa .. ......oieiuiiiiiii e e
Configuring RIM after Booting from the Boot Media
Connecting to the RemMOte INStall PrOCESS ......coouiiiiii e eaan s

3. Network Boot/Install Configuration .............coeuiiiiiiiiiiiii e
Understanding Network Boot and Network INStallation ..o
Enable/Disable Client for Network Boot/Install...........cccccoooviiiiiiiniiiinne
Disable a Network Install CHent..........ccooooiiiiiiiiii e
Using an Alternate Network to Restore the Data ............ccoeviieiiiiiiiiiinienennnn.

Using a Different Install Server than the BOOt SEIVEr..........cooiiiiiiiiii e
Using the Same Boot Server to Install Different Linux Versions
Updating NetwOrk BOO IMAGES .....evuiiiieeiiieeitie ettt e et e e e e e et e e e e e e nabeaes

4. Booting to the System Installation ProCess .......ccoovviviiiiiiiiiiiicie e, 27
BOOtING the VarioUS SY S eI Ty DS .. ittt e ettt e e e e et e e e et e e e eetn e e e estn e eaestaaeeennnaaaes
Booting to the System INStAllation PrOCESS. ... ...t ittt

(01073 1Y o] g =1 o[ PRSPPI
[ = Lo I DT SRR
N[ AT G = To To ) PPN
=T o L3N = To Lo | AR OO P TP SPPTPP
Completing the Boot Process........c..cccvevevevnnnn..
Troubleshooting a Network Boot
Determining the Network Adapter Hardware Address

5. Reinstall from a System BacCKUP ......oovuuiiiiiiii e 35
(01 [oT 011 aTo T3 2] (=T 141N 35

Storix System Backup Administrator -3- Version 7.1 Linux System Recovery Guide



NO-Prompt INSTAIATION. ... oottt ettt e et e ettt n e e eab e e et ab e eeraaaeeees
Installing from an ENCrypted BACKUD ......cooiviiiiiiiieiieiee et e e e e e
ENEEr @ HEX KY .o
ENter @n ASCI (TEXE) K Y ...t ettt e ettt e e et e e et e e e et e e e et e e e ean e e eeaa e eaeanns
System Installation Process .........cccccceeveveninnnns
After booting from a network boot server
Verifying the hardware configuration ............cccccocviiiiiiiiiiiiiiiie e
The System Installation and MaintENANCE MENU .........iiiiiiiiiii e e e e e eaas
Using Keys and Getting HEIP ...cooeeiiii ettt e e e e e e e e e eeenes
Change Installation SErVEr OF DEVICE ......coouuuiiiiii et e e e e e et e e eat e aeeaas
SelECt LOCAI TAPE DEBVICE. ...ttt ettt ettt e e et e e e e et e e e et e e e et e e eean e e eeannnns
Select LOCal Parallel Tap@ DIiVES ... .ci.u ittt e e e et e e e e e e e et e e e et e e e eaan s
Select Local Sequential Tap@ DIIVES ... o et e e et e e e e e e et e eeaa e e eeannnns
Select Local Disk Backup File.....................
Set or Change Network Configuration
Select Remote Tape Device.............occevvenee
Select Remote Disk BACKUP File ... i e
RS TY OTe 10 1 V] =1 1To] o I PPN
TSM Client CONfIQUIALION ....uuiiiii et e e e e et e e et e e e e e e e e e et s e e aatn s eaasaaeeasbaaaeees
TSM Server CONfIGUIALION ... ..ottt ettt e e et e e ettt e e e et e e e et e e e aetn s eaesan e aesnnaaee
TSM Administrator Configuration.................
Change the Installation Settings.......................
Install the System with Current Settings

6. View/Change Installation SettingsS ....cc.ovviiiiiiiiiiii e
Select Disks t0 USe fOr INStallAtioN ........ oo e e e e e e e eat e e e e aeeans
View/Change Partition Table
Assign All Contents of a Disk to a Different Disk
Migrate a Partition t0 & Different DiSK...........uuuuiiiiiiiiiiii et e e
Select NOt to ReStOre Data t0 @ DISK ......ciiuuiiiiiie et eaa s
Change Partition TabIES......cooiiiiiiii ettt e ettt e e e
[IoTo [or- VIV Lo 118 o o[- I Y F= Vo= Vo =1 4 =1 o | AU
Add or Remove Physical Volumes...............
Add or Change Volume Groups...................
Add or Change Logical Volumes..................
Add OF ChanQ@e MELA-AISKS ... .eeeiieiiiii ettt e e et et e e b e e e e e e e e ea e e e e eenaea s
RAID O Lo
Add OF ChanQ@e FIlESYSTEMIS ...ttt e ettt e e e et e e e bbb e e e e e e e e ea b n e e e e e e enaba s
EXEEINAI JOUINAIS ...
Minimum Filesystem Size VErsuS DEVICE SIZE ........i i e e e e
Add OF Change SWaP DBVICES ... ittt et e e e e et e e et e e et et e e et st e e et ab e e e sae e e e et e eeasnas
(o1 g F-TaTo T2 =Yoo ] A @) 1 o] o F- T PP

7. INStaAll the SYSTEM .o e
VEIITICALION PTOCESS ...itttiiiiiitiiitiiet bbb
Starting the INSTAIIALION ... .o e ettt e et e e et e e et e e e et e e ean e e eean e aeeeans
(Lo a1 [0 = U To ] s I 11 1= PPN
Making the System Bootable ............oooiiiiiiiiiii e

LI =2 =0 Lo | A o - Vo = PPN
INitial RAMAISK IMAGE ... et ettt e et e ettt e ettt r e e e et e e eanaeeees
THE /DOOL fIlESYSIEM ...ttt e ettt e e e e e e e
(D] o T A o 10 111 | PPN
RS = 1] Eo o T = o PP
System Boot Problems..........c..cccveeiiiiiieiiiinns
Network Re-configuration (avoiding conflicts)

Storix System Backup Administrator -4 - Version 7.1 Linux System Recovery Guide



8. System ReCOVEry ULIITIES ...ovuuiiiie et e e e e e 70

Load Additional Device Adapter MOAUIES ....... .o e e e e et e e et e e e eaaaees 70
Start a Maintenance Shell ... ... 71
Configure Remote INSTAll MABNAGET ......... et e et e e e et e e e et e aeeans 71
Yo 1= PP 74

Storix System Backup Administrator -5- Version 7.1 Linux System Recovery Guide



1. Introduction

The SBAdmin for Linux System Recovery Guide is a supplement to the SBAdmin User Guide, providing
details on reinstalling a Linux system from a SBAdmin System Backup. Note that a System Backup is not
limited to reinstalling the same system from which it was made, but it may also be used to “clone” the original
system onto different systems containing the same or different hardware.

When to Use this Guide

This guide provides instructions for booting and reinstalling a system from a SBAdmin System Backup. This
document should be reviewed after first installing the software to become familiar with this process and its
requirements BEFORE a system recovery is required.

Installation from a System Backup is fairly intuitive, but there is information and steps that must be taken to be
prepared in the event that a system re-installation is required. The System Backup contains all of the backup
data and the information needed to recreate the system and restore the data, but to access the System
Installation Process, boot media must be created. This may be either a bootable CDROM, network boot image,
or tape (for systems which support tape boot).

This guide will refer to information found in the SBadmin User Guide. When doing so, the reference term or
section will be shown in Blue Text. If you need to refer to that information in the Administrator User Guide,

highlighted sections (in bold) can be found in the Table of Contents, and other terms can be found in the

Index.

Terminology

The system recovery process is straight-forward and provides much instruction and help screens to guide you
through the process. Even when creating and changing devices, filesystems, partition maps, logical volumes,
etc, the information provided should make the process fairly intuitive. There are a few terms you should
understand before beginning the process:

e Linux kernel: This is the first “program” that gets executed when your Linux system starts. It is
considered the “base operating system” from which all other processes are run. Various kernels
provide support for different types of hardware and software devices and filesystem types.

« Kernel modules: These are individual programs providing support for various devices and
filesystems. If the modules are compiled into the kernel, they are considered “build-in”. Otherwise, they
are compiled into binary programs outside of the kernel (but may only be executed by the kernel) and
are just referred to as “modules”. These are placed in a specific directory where the kernel knows
where to find them. This directory is /lib/modules/kernel-name, where kernel-name is the name of
your kernel. The kernel “name” is compiled into the kernel, and usually includes the kernel release level
and an optional suffix, often referring to the Linux distribution (i.e. “/lib/modules/2.4.18mdk”). You can
query the kernel name on your system by typing “uname —r” at the command line.

e« Boot Loader: Thisis a program that exists on the boot disk or CDROM that is used to find and
execute the Linux kernel. It usually will install an initial filesystem in memory, and execute programs
within to load device modules needed to access the root (/) filesystem. The boot loader depends on the
firmware of the system, since the firmware must know how to load and execute the boot loader.
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e Firmware: The firmware of a machine is a mini-operating system that is used to detect available boot
devices (disks, CDs, tapes or network adapters) and load and execute the “real” operating system. The
following table shows the system firmware supported by SBAdmin:

Firmware Supported Systems Boot Media Types Boot loaders
BIOS Intel-based (32-bit, Disk, CDROM, network | LILO, GRUB
AMDG64 and EM64T)
OpenFirmware (IEEE- IBM System p and Disk, tape, CDROM, Yaboot
1275 Standard) System i (CHRP-based network, tape
systems)
EFI (Extensible Intel Itanium (1A64) Disk, CDROM, network | ELILO
Firmware Interface) systems (HP Integrity)

The firmware typically reads a boot loader from the boot media, which must be written in a manner that
the firmware understands how to find. The boot loader is an additional program that is designed to read
and execute the Linux kernel, providing it information needed to configure additional devices, etc.

e LVM: Thisis Logical Volume Management, and provides the ability to create devices similar to
“software partitions”, that are easily resizable, relocatable, and provide optional data striping (RAID 0)
for enhanced performance. LVM is supported by most Linux distributions today. If it is available on your
system it will be automatically included on the SBAdmin boot media even if you are not using it. This
allows you to implement LVM during the install process if you are not already doing so.

o« Metadisks: Also referred to as “multi-disks”, this is another form of “software RAID” that provides
different RAID types, such as striping (RAID 0), mirroring (RAID 1), striping with parity (RAID 4) and
striping with striped parity (RAID 5). It also provides the ability to combine devices into a single
sequential device they refer to as “linear” RAID. Meta-disk, or “md” devices are supported by most
Linux distributions today. If available on your system it will be automatically included on the SBAdmin
boot media even if you are not using it. This allows you to implement meta-disk devices if you are not
already doing so.

e Filesystems: There are numerous filesystem types available on Linux. Different Linux distributions
automatically provide support for different filesystems, and others may be added to the kernel or
compiled as modules. Others not included in the distribution may usually be found on the internet,
downloaded and built into the kernel. SBAdmin supports most popular filesystem types, including ext2
(always available), ext3 (same as ext2 but provides journaling), Reiser, JFS, XFS, Minix (old Linux
filesystem), MSDOS (3.1) and Vfat (win95 and later). Filesystems build on ext2, for instance, may be
changed to a JFS filesystem during the system recovery process, providing simple conversion to more
robust filesystems. The root filesystem (/) may be built only on filesystems that are built into the kernel.

System and Program Requirements

Every Linux distribution is different, and this poses certain challenges since SBAdmin must depend on some
common programs or support to be installed on your system. The requirements are few, and most Linux
distributions provide the base support by default, or as an optional package. This section describes
requirements of SBAdmin that differ most commonly between distributions.
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Kernel Support Requirements

To be able to boot from the SBAdmin boot media (or most any media), you must have RAM disk support
and Initial RAM disk support built into the kernel. Also, the process of creating the media uses either RAM
disks or loopback devices. If your RAM disk driver is only configured to support the default of 4 MB, then
the loopback device support will also be required (but may be compiled as a module). Refer to your
documentation for rebuilding the kernel or adding kernel modules. We recommend the following settings:

Block Devices:

Loopback device support: Module
RAM disk support: Built into kernel
Default RAM disk size: 32768 (This will allow up to a 32MB ramdisk to be created)

Initial RAM disk (initrd) support:  Built into kernel

System Memory

The SBAdmin System Installation process requires that the system have at least 24 MB of memory to
operate, although a minimum of 64 MB is recommended.

Programs for Creating and Writing Bootable CDROMs

The program “mkisofs” is a free program that must exist on the system from which you will create the
bootable CDROM. This program is included on most distributions but may not be installed by default. If you
receive a message that this program is missing, you will need to install it from your distribution media or
download a copy from the internet. This program will be used to generate the “ISO” image, which is a
CDROM format compatible with many operating systems.

To create a bootable CDROM, this software will generate the CDROM image file. It is then up to you to
copy that image to a CD Writer device using your own CD Writer software. On most Linux systems, the
“cdrecord” program exists. If not, then you can usually install it from your distribution media or download a
copy from the internet. You will need to refer to the instructions or “man” pages that accompany that
program. If you choose any other program to copy the CDROM image to the CD Writer, then you must be
sure to specify, if necessary, that this is an 1SO image.

The Device Filesystem (Devfs)

The Device Filesystem is a function implemented on some Linux systems for management of devices. It
has, however, been replaced in more recent Linux distributions by Udev. Devfs is not a requirement of
SBAdmin, but its existence or use can pose certain problems, so it deserves mention here. Its function to
provide a consistent naming convention for devices based on their physical location, rather than allowing
the system to name the devices (possibly differently) each time the system is booted based on their order
of detection.

Unfortunately, this presents many problems for products designed to work with the “classic” Linux device
naming conventions, and also creates quite lengthy filenames and symbolic links between old and new
names that are more difficult to manage. A classic partition name such as “/dev/hdal”, for example, will be
named “/dev/ide/host0O/busO/targetO/lunO/partl” under Devfs. Devfs often creates another link to this file
“/dev/hd/cOb0tOuOp1”.

SBAdmin Backup Administrator must be able to scan for devices on the system, and does so by looking for
devices of the classic Linux convention, as this is most widely used. To look also for Devfs filenames would
probably result in detecting the same physical devices under multiple different names, so SBAdmin will only
recognize devices my the known “classic” device names.
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The product will work quite well on systems with Devfs implemented as long as the system maintains the
classic device naming conventions as well. This is the default for most Linux implementations using Devfs.
All functions of the product will work the same on a Devfs system as for those not using Devfs, but all
references to disks, partitions and tape devices will use the classic names. SBAdmin also attempts to
cross-references the devfs names to the classic names whenever the system configuration files use the
devfs names (as occurs automatically when some Linux distros are installed). System configuration files
which may use either devfs or classic names include:

e Jetc/fstab — Filesystem definitions
e J/etc/raidtab — Software RAID device definitions
e /etc/mtab — Mounted filesystem table (automatically updated by the system)

To avoid any potential problems if you are using Devfs, you should make sure these files reference the
classic disk and partition names, such as /dev/sda (first SCSI disk) and /dev/hdc3 (third partition on the
third IDE disk) whenever possible. If you attempt to perform a System Backup with SBAdmin and are
informed that the root filesystem, or any other filesystem, is either not found or not mounted, then SBAdmin
may have been unable to determine the devfs names, and you probably need to put the classic names in
the /etc/fstab file.

Boot Loaders

SBAdmin will attempt to determine which boot loader the system is currently using when making system
backup media to be used for system recovery. When recovering the system, SBAdmin will then use the
same boot loader when making the hard disk bootable. Because it is not always possible to determine the
boot loader that the system currently uses, a copy of LILO and ELILO (for Intel) and Yaboot (for IBM
System p and System i) is included in the SBAdmin distribution. This ensures that, after a system recovery,
the system can be made bootable regardless of the previous boot loader used.

Initial Ramdisk (initrd) Support

One of the most difficult issues with any system recovery product is trying to figure out how to make the
system bootable. It is sometimes not possible to determine what boot loader was initially used to make the
system bootable or what specific configuration was used to do so. SBAdmin is able to determine the kernel
you are running under, what modules are used with that kernel, and the device on which your root
filesystem resides. It will attempt to determine the boot loader that is used based on the support installed
and the existing configuration files.

After a SBAdmin System Installation is completed, the boot loader is configured to make the system
bootable based on that kernel and the root filesystem. This is often not enough information to make
everything available at system startup that is required. For example, if your root filesystem resides on a
SCSI disk, and the SCSI adapter support is not built into your kernel, then your system probably loads an
Initial Ram Disk (initrd) containing the SCSI adapter support, which allows the adapter to be configured
before attempting to mount the root filesystem. SBAdmin will determine if an initrd is necessary and create
one automatically. If not required, SBAdmin will configure the system to boot from your kernel without an
initrd image. If your kernel has built-in support for any devices or filesystems required to mount your root
filesystem, you should have no problems. If an initrd image is required, you are given the opportunity at the
end of the system recovery process to configure your own boot loader, or modify the boot loader
configuration file to handle any potential problems.

More specific information creating an Initial Ramdisk Image is provided later in this document.
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2. Creating Boot Media for System
Installation

The SBAdmin Backup Administrator User Interface provides a very simple procedure for creating boot media,
which is described in this section. This interface may be used to create bootable tapes, boot CDROM images,
network boot images, or can configure a local hard disk to boot t the system recovery process. This interface
may create any of the boot media types. Also refer to the stmakeboot command in the Commands Reference,
which may be run on any client to make bootable media directly from that system.

When to Create Boot Media

It is generally a good idea to create bootable media for each individual system that is backed up using
SBAdmin. This is because most systems do not run under the same Linux kernel level, have the same device
support installed and configured, and have the same software level of various device support and other
applications installed.

If you attempt to boot from media created using one Linux kernel version (i.e. “2.4"), then attempt to install the
system from a backup that was running under a version 2.6 kernel, you may run into problems during or after
the installation completes. This is because the devices and filesystems created during the system recovery will
be later accessed by a different Linux kernel version that may not be compatible or provide the proper support.
For this reason, the SBAdmin Installation process provides strong warnings if you boot from a different kernel
than was running at the time the backup was created. The installation process also verifies that your boot media
contains the device and filesystem support that is required to install the system, based on those devices or
filesystems that were in use at the time of the backup. If the support is not provided by the bootable media, you
will be required to remove or change those devices or filesystems that are not supported.

If you have multiple systems, all running the same kernel level (but not necessary the exact same kernel), it is
generally safe to use the same boot media to boot and install different systems. Because the boot media is
probably the most important boot media you will ever need, it is probably a good idea to keep at least one spare
or create boot media of different types.

When You Should Create New Boot Media

1. Any time you compile or install a new kernel. Even if the kernel version does not change, support for
built-in devices or filesystems may have been added or removed, and device or filesystem modules
may also have been removed.

2. Any time you install a new release level of SBAdmin System Backup Administrator. Although we try to
maintain compatibility between current and past versions, there may be times when a new feature
supported by the backup software also adds new support to the system recovery process. Since the
system recovery programs are written to your boot media, you will need to remake the boot media to
make sure you are using the latest installation programs.

Creating System Installation Boot Media

To create the boot media, select Utilities->Create/Manage Boot Media->(CDROM, Network, Hard Disk or
Tape Boot Images) from the menu bar in the administrator main menu. If using a Network Administrator, you
will be prompted to select the server on which the boot media will be stored, the name of the image to
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create/update, and the client on which the boot media should be created. Note that the boot media is created on
the selected client, but may be used to boot other clients of similar system type and operating system release
levels.

When selecting A Linux client, a screen similar to the following will appear:

Create COROM Boot Image Media

redhat>3

Client Name
Kernel Release Level

Platform Type i3 |

User Description Generic Redhat 5 update 3 86 boot media |

“ Mo-Prompt < Menus (set defaults) ~ Menus [no defaults)

Remember to use the QuickHelp (right mouse button) on any button or entry field for details on the use and
options for each.

Creation of each media type is described separately:

CDROM image

This process will make a CDROM ISO image, but will not actually burn the image to the CDROM. This
image may be copied to any system where your CD/RW device resides where you can use any software or
program you choose to copy the image to the CDROM. When making a CDROM, network support
(described below) is always included. If using the Network Administrator you can make the CDROM image
for any client you have configured.

To create a bootable CDROM, select Utilities—>Create/Manage Boot Media>CDROM Boot Images.
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v Create CODROM Boot Image Media

redhat>3

Client Mame
Kernel Release Level

Platform Type i3 |

User Description Generic Redhat 5 update 3 %86 boot media I

<~ Mo-Prompt <~ Menus (set defaults) ~ Menus (no defaults)

Using Workstation Edition, you will not be prompted for Client name and Boot Server
Name.

Using Network Administrator a minimum of three fields are required Boot Server name, CDROM Boot
Image Name, and Client Name.

The Boot Server name is the name of the server the boot media will be stored on. Use the drop down arrow
to select a configured server. The boot media will be created using the selected client, but will be copied to
“CDROM & Network Boot Images” directory as configured on the selected boot server.

The CDROM Boot Image Name is the name of the image as it will be stored on the filesystem. For clarity
you may choose to name the image to reflect the hostname or operating system level of the client. Further
detail about the image can be saved in the User Description field and can be viewed when managing boot
media through the shadmin interface.

The Client Name is selected with the drop down menu to the right of the field. This is the client used to
create the boot media. The clients Kernel Release Level and Name Platform Type will automatically be
populated into the appropriate fields. Boot media is not specific to this client, and can be used to boot
similar systems running the same Linux distribution and update level.

If you are using either a SCSI or USB CDROM drive, then you need to select the appropriate box(es) on the
CDROM device types to support line. If you do not have a SCSI or USB CDROM, then you should not
select to include this supports as this may cause the boot media to exceed the maximum size (2880
Kbytes) that the system will support. Note, however, that when including SCSI cdrom support, you can also
select which specific SCSI adapters to support, thereby reducing the size to a minimum.

When this process is complete, you may copy this image to a system containing the CD writer device, if
there is no cd burner on the Boot Server.

Tape

A bootable tape may be created for any hardware platform that supports tape boot. Currently, only the IBM
System p and System i systems are capable of booting from a tape drive. To create the boot tape, you
need only insert the tape into the drive, and the boot images will be written to the start of the tape. Note that
any other data on the tape will not be readable after making the tape bootable.
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To create a bootable tape, select Utilities-> Create System Installation Boot Media-> Tape Boot Media.

Create System Installation) BEoot Media

Kemel release lavel
Kemael file

Instalation Mode

A Menus (set defaults) . Menus (no defaults)

For systems which support booting from tape, the tape will automatically be made bootable when you
create a System Backup to the start of the tape. You can stack additional System Backups to the tape, but
no further boot images will be written since they must be at the start of the tape.

If using a Network Administrator, select the Server name. Then select the Tape Drive Name.

To boot from the tape, you must have the tape in the drive, and select to boot from the tape device within
the system firmware (OpenFirmware on IBM System p and System i hardware). After booting from a
bootable system backup, the tape will be the default install device, and you can continue the system
installation from the same tape without a need to select any other options.

Hard Disk

If you configured a disk for System Backups (see SBAdmin User Guide), then this disk (or disks) can
also be made bootable to boot directly to the system recovery process. This allows you to perform your
system backups to a local (or SAN-attached/portable) disk, then boot and reinstall the system from that
same disk with no need for other backup media.

E Using this option will not change how the system boots by default. After configuring
a disk to boot to the SBAdmin System Install process, you must select to boot from
that disk from within your system firmware boot menus.

To create a bootable disk, select Utilities> Create System Installation Boot Media->Hard Disk Boot Media.
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Create Hard Disk Boot Media

Kernel Release Level
Platform Type

SelecrSeSiMoles

< No-Prompt < Menus (set defaults) -, Menus (no defaults)

Select the Client Name to configure using the drop down arrow to the right. Next, select the disk to
configure in the Hard Disk Name field by using the arrow to the right of the entry field. When pressing the
arrow, the system will be queried to find one or more disks that were configured using the option Configure
a Disk(s) for local System Backups in the SBAdmin User Guide. If no disks are listed, then none were
configured for system backup/recovery.

Network

Use this option to create a network boot image to be used with various network boot loaders to boot a
client system over the network from a network boot server.

To create a network boot image on any configured client or server and save the image on the boot server,
select either:

Configure>Network Boot/Install->Create/Update a Network Boot Image or
Utilities>Create System Installation Boot Media->Network Boot Images

Create Network Boot Image Media

redhats | Seleat}

Client Hame
Kernel Release Level

Platform Type

User Description Generic Redhat 5 update 3 %86 boot media I

Select the Boot Server Name. This is the server on which the network boot image will stored after it is
created. The network boot server may be the same system from which the network boot image is created.

Next, type the name of the boot image in the Network Boot Image Name field or select the name of an
existing image to overwrite by pressing the arrow button to the right of the entry field. If you enter a unique
name, a new image will be created using that name. Note that the network boot “image” actually consists of
several files on disk, but will always be referred to within the application as a single image by a unique boot
image name. The files are copied into the directory specified as the CDROM & Network Boot Images
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directory when the server was configured. You may also use the select button to the right to choose an
existing name. The named image will be overwritten.

Finally, select the client for which boot media is to be created using the drop down arrow to the right of the
Client Name field. Kernel Release Level and Platform Type will be automatically populated with the
appropriate information from the client.

Upon successful completion, the network boot image will be created and transferred, if necessary, to the
boot server. It will now be possible to configure any client to boot from this image using the option
“Enable/Disable Network Installation of a Client” below.

When all selections are complete, press the Create/Update button. A new window will appear with the output of
the command to create the media and any error message if they should occur, such as in the following
example:

Create Eoot Medja Status

g}[:l:ﬂt].l'l] COROM Iﬁﬂﬁut nedia on host tinkerbell .
tdf.'ll'lq tem e rements |

ﬂu‘lﬂl‘ﬁﬂ.ﬂ;r:dﬂh hoot media for release 2.6.12-10-386 .
Using kernel file: fboot/wmlirme-2.6.12-10-386
Creating filelist .

Creating initrd '.mhgu

Verifying contents of initrd image .

Haking boot image ..

Confiquring IEI.'I..'I:HI.IK bootloader ...

Making root filesysten IIIIF

Creating COROM IS0

AmBOE,
Yerifying contents of [IJBEIR IS0 image .

Bootable COROM image */storix/terpfstorix.iso” has been created successfully.
You may now use a C writing progran such as “cdrecord” to copy the image to
the CIOROM.

Customizing the Boot Media

There are a number of options when configuring boot media, which may be used to boot the system on different
systems and allow it to recognize different types of devices. Refer to the Create Linux System Installation Boot

Media screen. The options specific to each boot media type are defined above. Each option for customizing the
boot media is described below:

Select SCSI Modules

You may select which specific SCSI adapter support should be automatically loaded when booting from the
media. If there are devices (i.e. disk, tape or cdrom) attached to an adapter of a selected type, those
devices will be made available automatically.

All SCSI support (if included) will be available on the boot media. Therefore, even if the desired adapters
support is not loaded automatically when booting from the media, it may be loaded at a later time from the
System Installation Menus (see Loading Additional Device Support).

To select which SCSI modules will be automatically loaded on system boot, press the Select SCSI
Modules button. By default, SBAdmin will automatically load only the SCSI modules which are currently
loaded on the system. Those adapters, if any, will be automatically selected on the screen which appears,
similar to the following:
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Modules to Load from Eoot Med|a

ilapt
0 Fur-mat Jware Hardware ATA-RAID support
SRR EE Jwrare Bk SATA-RAID support
1 ala_piis Intel Serial ATA supporl
@ alpdriu ACARD BT0UMY 5CS1 host adapters
) alaadma ADMA ATA Support
ahci AHCI SATA support
O AMSICATA AMSITICITA SC3I host adaplers
0 ahalsEs Adaptec AHATSZ 2625 adaptars
O ahalmsd2 Adaptec AHATS54Z adaplars
& ahal740 Adaptec AHATT40 adaplers
Adaptec APA-126 adaptar (Trantor)
Adaptec APA-346 adaptar (Trantor)
Adaptec APA-356 adaptar (Trantor)
fadaptec 120 RAID support
Adaptec AACRAID controllers
(0 [CThH madaptec SCS1 Adapler AICTI02
= alcTix_mod Adaptec SCSI controller AICTI0Z
£ air T Adantacte Pl 2R cantemloes

i Load during Includa = Hot availahle
= gystem boot ™ on media {imay bie built-in )

Modules with an “X” are defined in the configuration file, but do not exist on the system, and therefore
cannot be selected or de-selected. Those with a checkmark are currently selected and will be loaded on
system boot. Lines with an empty box indicate those available on the system that will be included on the
boot media, but not automatically loaded on boot. To select or de-select a module, move the cursor over
the checkbox and press the left mouse button.

When finished with selections, press the Done button. The Reset button may be used if you wish to revert
back to the original configuration file distributed with the software. If you wish to cancel only the changes
made in this session, press the Cancel button on the far right.

Network Modules

If you wish to manually select the network module support to include on the boot media, you may select or
deselect them by pressing the Select Network Modules button. By default, SBAdmin will include all
network modules available for the selected kernel release level. Not including certain modules may be
helpful if you have conflicts between modules when they are loaded (often causing the boot process to
hang) or would like to limit the modules that are actually loaded by the boot media.

If network support is included on the boot media (not included if no SBAdmin network license is in use), you
may select which specific adapter support should be automatically loaded when booting from the media. If a
network adapter is detected by one of the loaded modules, a network device will be automatically created.

All network support (if network license installed) will be available on the boot media. Therefore, even if the
desired network adapter support is not loaded automatically when booting from the media, it may be loaded
at a later time from the System Installation Menus (see Loading Additional Device Support).

To select which network adapter modules will be automatically loaded on system boot, press the Select
Network Modules button. By default, SBAdmin will automatically load only the network modules which are

Storix System Backup Administrator -16 - Version 7.1 Linux System Recovery Guide



currently loaded on the system. Those adapters, if any, will be automatically selected on the screen which
appears, similar to the following:

g friom this
i oF un-c | he sl oa bodl o
Ethemat Hetwork Adapters

JCom Typhoon Family 30330, 3CR390, and variants

Jocom 501 EtherLink Adagter
O 3cod Jocom 503 Ethernel Card
O 3cols Jocom 05 EtherLink Plus

Joom $07 EtherLink 16
@ 3coia Jeom S0373c523(MCAYICSTI EtherLink 111 (possible c359% confli
& 3Ico1D Joom 515 15A Fast EtherLink adapter
& JICHEI Jeom 323 EtherlinkMC Adapter
= 3chET Jeom 527 EtherLinkfMC 32 Adapler
0 3Ic59x Jeom 530 EtherLinkfMC 32 Adapler
0 3cI0x Jeom Viortex 1000 EISAPCIFCMCIA
o Mpe B2596-hasad on-board Elhameat
) airo Ciscoffironat B0Z.11 wireless athameat
& T390 AMD 7950 LANCE
o lance AMD LANCE/PCnel-fast Allied Taelesis AT1500, HP JZ4054
= lance3z AMD LANCE/PCneltiZ Allied Telasis AT1500, HP JZ23054
= amdiiile AMDE111 based 10/100 Ethermet Controller

Load during Include . Hot available
= system boot ' on media (may be built-in}y

=

Modules with an “X” are defined in the configuration file, but do not exist on the system, and therefore
cannot be selected or de-selected. Those with a checkmark are currently selected and will be loaded on
system boot. Lines with an empty box indicate those available on the system that will be included on the
boot media, but not automatically loaded on boot. To select or de-select a module, move the cursor over
the checkbox and press the left mouse button.

When finished with selections, press the Done button. The Reset button may be used if you wish to revert
back to the original configuration file distributed with the software. If you wish to cancel only the changes
made in this session, press the Cancel button on the far right.

Boot console device

It is necessary to define the type of console device that will be used to display the System Installation
Menus. Use the arrow next to the Boot console device field to list and select a device name. Note the
description of each device name.

The tty0 device is considered a graphical display directly-attached to the system. If using a serial console
attached to a serial port, select ttyS0. Other types may include ttyUSBO (for USB-attached console
devices), etc.

E The boot media can only be created to boot a particular console type. If you select
the wrong type, the boot process will complete, but you may not see the Installation
Menus on the screen.

If booting from a serial terminal, the terminal must be connected to the first serial port (S1 or COM1) and
must be set to 9600 baud, 8 bits, 1 stop bit and no parity (9600,8,1,NONE).
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Kernel Release Level

Your system may be configured with multiple kernels and associated modules. This is typical of a system
that is being tested or in the process of upgrading. This process will automatically display the name of the
kernel (as provided by the “uname —r” command) your local system (or the client or server system) is
currently running under in the Kernel release level field. If you have a different kernel installed on your
system (typically found in the /boot directory), you may enter the kernel level in this field.

The process must be able to find the name of the actual kernel file and the associated modules directory
associated with the specified kernel level. If you enter a kernel level, you can press the Find button next to
the Kernel file field, and a kernel filename will appear in the field, if found, for the specified kernel level. If
the process is unable to find the kernel file associated with your kernel level, then you must enter the full
pathname of the kernel file in the Kernel file field before continuing.

When you boot from this media, the kernel and modules you will be running under will match those selected
here. Keep in mind that the kernel release level and modules level should also match the level of the
backup that you will be restoring.

No-prompt Installation

CDROM and Network boot media may be created with the default installation options set, also allowing the
system to be installed as soon as a system is booted from this media. This allows an installation to take place
simply by booting from a network boot image, for instance, with no operator intervention required.

“ To prevent a system from being inadvertently reinstalled by simply booting from the
wrong device, this option is not available when booting from a hard disk. Be very
careful, however, not to leave the CDROM in the drive and the system firmware set to
boot from CDROM first, as a no-prompt installation could occur without any user
intervention.

Be very careful when using this option, as the user will not have the option of intervening in the system recovery
process if the boot media was created for no-prompt installation. The exception, however, is if the defaults are
not valid (such as an installation device not being available), or if the backup data will not fit onto the new
system’s hardware without some re-configuration.

When creating CDROM boot media, the following options are available when using the option to Create System
Installation Media. For Network boot media, the options are available when selecting to Enable Network
Installation of a Client. The reason is that, when creating network boot media, a single network boot image may
be used for different client systems, and each client system can be configured with different defaults. Refer to
each corresponding section for additional details.

If you select either “No-prompt” or “Menus (set defaults)” for the Installation Mode, additional information will
appear within the window, such as in the following example:

Installation Mode

“~ Ho-prompt ~ Menus (set defaults) “~ Menus (no defaults)

Default Install Options

Install Server (if any) none |

Device or File to install from _

Backup sequence number _

ASCI tenminal type linux |

Enable Remote Install Manager? s Yes “~ No
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The Install Server is available only if using a Network Administrator license. If the client will install from a
locally-attached tape drive, leave this field set to “none”. If the system will be installed from a remote server,
use the arrow button to the right of this field to select a server name.

When selecting a server name, and (when Enabling a Client for Network Boot/Install) the install server differs
from the boot server, more information will appear on the screen below this field:

“~ Ho-prompt + Menus (set defaults) “ Menus {no defaults)

Install Server (if any)

LUse Altermate Server IPMhostname? “ ¥es - No

dient Hame

dient Network fdapter mlﬁ

Gateway Address (optional) 192.168.1.1

Subnet Mask (optional) [255.255.255.0

wrrdonrll el

For the client to be installed from a remote server, you must select the name of the client to be installed (which
must have been configured from the Network Administrator interface). Also, the network adapter name (of the
client) will be required. Other fields are optional, but may be required for the client to contact the server.

Select Yes to the Use Alternate Server IP/Hostname field if the server was configured with an alternate server
adapter. In this case, the client will retrieve the backup data from the server using this alternate adapter. Be
sure to select the correct adapter name the client will use to contact the server via its alternate adapter.

Enabling Remote Installation Manager

This feature will allow connection to the SBAdmin System Installation Process from any remote system. With
proper authority, a remote user can connect to, diagnose and perform system installation of a system after that
system has been booted from the SBAdmin boot media. This process may be started from the SBAdmin
interface on a Network Administrator system, or from any SSH client application. Therefore, installation of even
a Workstation Edition system may be managed remotely.

The remote user will be required to enter a password to access the system installation process. This password
may have been defined when the boot media was created or may be defined in the system installation menus
after booting from the media.

The Remote Install Manager (RIM) may be configured and started in one of two ways:

Configuring RIM when Creating Boot Media

To start RIM automatically when booting a system from SBAdmin boot media:
Utilities>Create System Installation Media

Select either Menus (set defaults) or No prompt for the installation mode. The screen will expand to
include the following options:
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“~ No-prompt ~ Menus (set defaults) “ Menus (no defaults)

Install Server (if any)
Device or File to install from
Backup sequence number
ASCI terminal type

Enable Remote Install Manager? ~ Yes “~ Ho I

Select “Yes” for Enable Remote Install Manager

Select the Configure button to the right to configure the settings. You will be presented with the
following window:

ﬂ1 Remote Install Manager,

Hemote Install Username |
Remote Install Password s

Metwork Adapter [~
IP Address 192.168.1.121
Subnet Mask (optional) ESSESRRESR

The Remote Install Username is set to “sbadmin” and may not be changed. Enter a password in the
Remote Install Password field. The password will be necessary to login to the remote install client.

Select the Network Adapter that should be configured to connect to the remote install client. If
performing a network boot, then you may select UseBootAdapter to use the adapter that was used to
perform the network boot. If you configured the Client Network Adapter on the previous screen, you
can select UselnstallAdapter to use the same adapter configured for network installation.

Enter the IP Address used to configure the network adapter. This field will be disabled if you selected
to use either the boot or install adapter, which will already be enabled.

Enter the Subnet Mask (if necessary) used when configuring the network adapter. This field will be
disabled if you select to use either the boot or install adapter.

After pressing Done, the settings will be saved in the boot configuration. The adapter will be enabled, and a

remote connection (with appropriate password) will be accepted when booting from this media.

Configuring RIM after Booting from the Boot Media

To enable RIM from within the system Installation menus after booting from the SBAdmin boot media.

From within the system installation menus select System Recovery Utilities. Then select Configure
Remote Install Manager, and follow the instructions for Configuring Remote Install Manager in the
Utilities section.
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Connecting to the Remote Install Process

To connect to the remote install client use one of the following:

a. SSH client program (i.e. “ssh sbhadmin@192.168.1.121"): Note that you will always use the user id
“sbadmin” and the password you selected in the previous step. If you do not have an ssh client
program, you can use the one installed on the Network or Workstation Admin System. This program i
called strimsh (i.e. “/opt/storix/bin/stremsh sbadmin@192.168.1.121").

7]

or

Select Actions>Remote Install Manager from the Network Administrator. A window will appear
where you must enter the remote install password:

L‘1 Remote Install Manager

Remote Install Client Hame: mickey |
Remote Install Client IP: 192.168.1.121

%

Select the Remote Install Client Name from the drop-down list. The primary IP address of the client
will be shown in the Remote Install Client IP field. You may change this IP address if you are
connecting using a different adapter.

When you press the Connect button, a new terminal window will display, and the System Installation
Menus will appear. You can, from this window, perform all system installation and maintenance tasks

for the remote client.
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3. Network Boot/Install Configuration

The information provided in this section will prepare a client system for network boot and installation from a
backup server.

Understanding Network Boot and Network Installation

Any client system defined to the admin system may be installed or reinstalled from a System Backup. That
System Backup will typically reside on the disk or on a tape device attached to a backup server. In order for the
client to restore from this backup data, it must first be booted over the network from a boot server, and then
installed from an install server.

e The boot server is used solely to provide a basic operating system with which the client will run the
remainder of the installation process. If the boot server is not running the same level of Linux as the client
to be installed or does not have the device support installed for the client, then a network boot image must
be created on another system that meets this requirement, and then placed on the boot server.

e The install server is used only to provide access to the data to be restored and its operating system level
is not relevant. If the backup is on tape, the install server will be the system on which the tape drive is
attached. Likewise, if the backup is a disk image file, the disk will be attached to the install server.

Although the boot server and install server are typically the same system, this is not a requirement. If, for
instance, there are several systems on which tape drives are attached, the client may be installed from any tape
on any system, even though the client is always booted from the same boot server.

If the client to be booted is running the same level of Linux as the boot server and all device support for the
client’s platform type and base system devices is already installed on the boot server, then you may skip
directly to the option “Enable/Disable Network Installation of a Client”.

If the client and boot server are to run a different level of Linux or if the device support for the client is not
already installed on the boot server, then you will need to create a network boot image from the client or any
other system running the same level of Linux that you will be installing. The system from which the network boot
image is created must also have installed the device support for the client. To create a network boot image on
any system and copy the boot image to the boot server, refer to “Create System installation Boot Media -
Network”.

Enable/Disable Client for Network Boot/Install

This section provides details on configuring a client to be booted and installed from a network boot server
and/or network install server. Although the basic settings are simple, there are optional settings which may be
used for more flexibility, such as configuring a no-prompt installation of the client, or installing (reading the
backup data) from a different network adapter than the one the client was booted from.

To setup the client, select the option Configure->Network Boot/Install=>Enable/Disable Network Installation of a
Client from the menu bar. You will be prompted for the client to configure. Select the client and press the
Continue button. A screen similar to the following will appear:
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Server Lo oot from

Boot Image Hame

Galeway Address (optional )
Subnet mask (optional)

Network adapter HAY address (oplional) 1

i i :|I|JIII

Server to install from [_

[T Use alternate install server |Phostname
Device or File to install from sti
Backup sequence nimber ![
Enahle Remote Install Manager? .- Yes <~ Ho
Disahle network boot after install? - Yes =~ No

~

Options may appear or disappear from this screen depending on your selections. The screen is broken into two
main sections; one for configuring the Client network boot options and one for configuring the Client network
install options. The setting for the Install Mode at the top of the screen determines whether or not the Client
network install options section will appear.

The following fields are used to configure the client to boot from a boot server:

1. Install mode: You must select here whether you want to perform a no-prompt or menu-driven
installation:

a. By selecting No-prompt, the client will be installed without entering any information on the
client. This is referred to as a no-prompt install. If selected, all of the remaining prompts must
be filled in.

b. If Menus (set defaults) is selected, you will be provided the additional prompts now, all of
which are optional. The information you provide will appear as defaults on the client after it is
booted, but those options may also be changed on the client.

c. If Menus (no-defaults) is selected, it is assumed that and all install options will be selected
from the client install menus once it is booted. When selected, all remaining options will
disappear from the screen as they no longer apply.

2. Server to boot from: If the server in this field is incorrect, use the arrow button to list and select a
different server from which to boot from. By default, the boot server is assumed to be the install server
as well. However, the install server may be changed as described later.

3. Boot Image Name: Use the arrow button to the right of the entry field to select from a list of boot
images previously created using the Create Bootable Installation Media (Network) option. The boot
image name selected will determine the operating system, platform and network type that will be used
to install the client.

4. Gateway Address: If the client must go through a gateway to reach the boot server, enter the IP
address of the gateway machine.
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5. Subnet Mask: If the client is on a subnet, enter the subnet mask.

6. Network Adapter Hardware Address: If the client and server are on the same network (no gateway
between them) and you want to be able to boot the client without entering the client and server IP
addresses onto the client’s network boot screen, you can enter the client's network adapter hardware
address (12-digits) here. This is also referred to as the MAC address, and is used to initiate a
broadcast boot. Having the MAC address available on the sever allows the client system to be booted
without knowing the server or client IP address, as this information is obtained from the server. Refer to
the section Boot a Client for Installation from a System Backup for details on determining the client
hardware adapter address.

7. Server to install from: This field will, by default, contain the name of the boot server. If the backup
data will be restored from a different server than you booted from, select a different install server in this
field. If the install server differs from the boot server, additional fields will appear on the screen, which
are described in the section Using a Different Install Server than the Boot Server below.

If you wish to install the client using the server’s alternate network adapter, select the button next to
“Use Alternate Server IP/Hostname”. If selected, additional fields will appear as described in the
section Using a Different Install Server than the Boot Server below, since the client may need to use a
different adapter to reach this alternate adapter on the install server.

8. Device or File to install from: Use the arrow button to list and select the device or directory from
which the backup data will be restored. If a directory is selected, you will be prompted for the specific
System Backup from which to install. After selecting the backup, the filename of the backup image will
be placed in this field, and the Backup Sequence Number field will be automatically filled in with the
sequence number of the client backup selected. If you select a tape device for this field, the device
name will be placed in the field, but the backup will not be read at this time, since the backup may not
be in the drive at the moment.

9. Backup Sequence Number: If the client will be installed from a tape device, you must manually select
the backup sequence number on the tape media to install from. If there is only one System Backup on
the tape, the backup sequence number will be 1 (default). If there is more than one, you must enter the
appropriate backup sequence number. If you are unsure as to the correct sequence number to use,
view the backup label and use the backup sequence number that corresponds to the desired backup.

10. Console Device Name: Select the name of the console device that will be used on the client. If the
client is using a graphical display, this is likely "Ift0". If the client is an SP node, the device is likely
"tty0". The device selected will be used to display progress messages and, if an error occurs or
prompts are enabled on the client, they will appear on this device.

11. Console terminal type: If the console device selected was a graphical device, the terminal type will be
set to LFT. Otherwise, an ASCII terminal is assumed and you must list and select the specific terminal
type. Using the arrow key, you can list the terminal types that are available during the installation
process and select one from the list.

When all selections have been made, select the Add/Update button at the bottom of the screen. If a boot image
for the specified platform and network type does not already exist on the boot server, one will be created which
will take a minute or two. The client boot information will be saved and the client will be ready to boot and
install. Refer to the section Boot a Client for Installation from a System Backup to initiate the installation
process.
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Disable a Network Install Client

It may be desirable to disable the network install for a client once the installation of the client is complete. If the
client should inadvertently boot over the network and the client is configured for a no-prompt install, the client
may end up being reinstalled automatically.

To un-configure the client, simply select the option Configure->Network Boot/Install>Enable/Disable Network
Installation of a Client from the menu bar. Select the client to disable. The client network install configuration
will appear. Simply press the Disable button at the bottom of the screen to un-configure the network install.

Un-configuring the network install client will prevent the client from booting over the network. Although the
network install will be disabled, the information for the network install will be retained and will be automatically
used as defaults should the same client be configured for network install again in the future.

Using an Alternate Network to Restore the Data

Even though the boot and install server may be the same, it may be desirable to perform the network install
(actual restoration of the data) using a different network than was used to perform the network boot. For
instance, the client may boot from the server using the ent0 (ethernet) network, but may want to restore the
data from the same server using the tok0 (token-ring) network instead. This is commonly done in order to
redirect the restore data traffic onto a different network than that which is in use by other applications.

To install using an alternate server network, a button is provided on the Network Boot/Install Configuration
Screen labeled "Use Alternate Install Server IP/Hostname". If you want the alternate server network
connection to be used for network install, press the button associated with each option. If the button is not
selected, the default network connection used by the client to reach the server (as defined by the server
hostname and network routing information on the client) will be used.

Note that this button will not be available if there was no alternate IP address or hostname setup for network
installs from the server. To set the alternate IP address or hostname for a server, refer to the server
configuration options.

If you select this button, additional options will appear which will be required only if you are using a different
network adapter on the client system to contact the install server than was used to boot the client. Refer to the
section Using a Different Install Server Than the Boot Server below for additional instructions.

Using a Different Install Server than the Boot Server

If the Server to install from (install server) is not the same as the Server to boot from (boot server), or if you
selected to Use an Alternate Server IP/Hostname to reach the install server, additional fields will appear on
the screen allowing you to configure the network differently for contacting the install server:

server to install from |

_| Use altemate install server IPhosthame

Gateway Address (optional) 192.168.2.1

If boot and install network adapters differ:
Client Metwork adapter name m’i

Client IP Adddress 192.166.2.124
Subnet mask {optional) £299.205.240.0
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1. Gateway Address: If the client must go through a gateway to reach the install server, enter the gateway IP
address in this field.

2. Subnet Mask: If the network the client uses to reach the install server uses a subnet mask, enter the
subnet mask here.

3. Client Network adapter name: If the client will use a different network adapter to reach the install server
than was used to reach the boot server, use the arrow button to select an adapter name from the list. If you
select a different adapter, you must also fill in the additional field as well:

a. Client IP Address: Enter the IP address associated with the adapter selected. If you are using a
different install server than the boot server, the install server must recognize the client by this IP
address and the hostname associated with this IP address must have been used to configure the client
in the administrator application. If you are using the same server but an alternate server IP/hostname,
you must enter the client IP address that will be used to contact the server using the server’s alternate
address. Refer to the Configure Servers option for information on using an Alternate Server
Hostname/IP address.

Using the Same Boot Server to Install Different Linux
Versions

The same boot server may be used to boot clients of any platform, network type and Linux version. The boot
server does not need to have any device support installed to support the client’s hardware and does not need to
run the same level of Linux as the client. If every system is different, you may create a separate boot image for
each client. Or, you may create a single boot image for all clients of similar hardware type and Linux version.

SBAdmin will create a network boot image from any client, and then copies that boot image to the boot server.
Each boot image is saved under a different name (of your choosing) and may be separately selected when you
configure a client to network boot. This allows a single boot image to be used to install different client systems.

This 2-step process is described above in this section. First, Create a Network Boot Image (which also copies
the boot image to the boot server), then Enable the Network Install of a Client by selecting the boot image on
the server you previously created.

Updating Network Boot Images

If you have installed new base system hardware support (network devices, disk drives, platform types or display
adapters) onto a system that you previously created a network boot image from, you will need to recreate that
network boot image before the new device support will be accessible to the clients booting from that image.

After installing the new device support, simply follow the instructions for Create/Update a Network Boot Image
to recreate the boot image and copy to the boot server. If you recreate the boot image for the same platform,
network and Linux version/release level, it will not be necessary to reconfigure the clients for network
boot/install since the clients using the previous boot image will automatically begin using the newly created boot
image.
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4. Booting to the System Installation
Process

Booting the Various System Types

This section will provide general guidelines for booting a system to the Installation and Maintenance Menu,
used to install a system from a System Backup. Note that the steps differ widely between systems and new
systems are being introduced frequently. If you are not familiar with the process of booting your system from
different media, you should refer to your system documentation for detailed instructions.

To begin the system recovery process, the client system must be booted from SBAdmin Boot Media. This may
be a local bootable cdrom, tape, or a network boot image storied on a boot server. In any case, the remainder
of the installation process will be the same.

The instructions for booting the system vary for each boot type and also differ greatly depending on the type of
the machine to be booted. SBAdmin supports Intel-based 32 and 64-bit systems which use BIOS firmware,
Intel IA64 systems with EFI firmware and all IBM System p and System i systems which use OpenFirmware.
The exact details of how to boot each can vary with each model of hardware and version of firmware.

Although specific instructions on booting the systems from the installation media are not described here, here
are some hints to help get you started:

Booting to the System Installation Process

CDROM or Tape

If using BIOS, your system BIOS must be configured to allow booting from CDROM or Tape. Currently only
the IBM System p and System i systems support booting from tape (using OpenFirmware). If your
firmware (BIOS/EFI/SMS) attempts to boot from a hard disk before booting from CDROM or Tape, you will
need to change this in case there is already a bootable hard disk in the system. Typically the BIOS can be
accessed on most Intel-based (x86) systems by pressing the Delete key immediately after the display
messages begin to appear. Once your BIOS is setup to boot from the correct media, just insert the CDROM
and turn on or reset the system.

For other firmware types, which will scan the system for bootable devices, you will normally receive a
firmware prompt where you can select the specific device to boot from.

Hard Disk

To install from a hard disk configured as a system recovery boot disk, you must select to boot from the disk
within the BIOS, EFI or SMS menus. Typically the BIOS can be accessed on most Intel-based (x86)
systems by pressing the Delete key immediately after the display messages begin to appear.

Assuming your firmware is setup to boot by default from the correct media, just turn on or reset the system.
The remainder of the boot process will complete without further interaction.
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Network Boot

To network boot an Intel-based system with BIOS:

Most BIOS-based systems are not, themselves, network boot capable. However, if you have a network
adapter card with network boot capabilities, you can have the system BIOS boot to the firmware on the
network card. Therefore, the network card will be used to provide the network boot capabilities the
system firmware does not.

To initiate a network boot, follow these steps:

1. When the system begins to display messages, press the <Delete> key several times until the
setup menus appear.

2. Select Advanced CMOS Setup from the menu.

3. Instructions vary at this point. You should select an option such as “Boot Sequence” or “1st Boot
Device” to change the device the system will boot from.

4. Select Network, or the specific network adapter to boot from.
5. Exit the setup menus to boot from the selected device

It may also be necessary to select the Network Boot Protocol to use. If this option is provided, select
“PXE”", unless you have manually configured a different boot loader on the boot server.

Depending on the firmware of your network adapter, you may be provided the option of entering the
client and server IP address (and optional gateway address). If your boot server is configured with your
network adapter hardware (MAC) address, you may perform a broadcast boot without entering the IP
addresses. If not, you will need to enter this information. If you are booting across a gateway, you must
enter the client, server and gateway addresses (in which case a broadcast boot is not possible).

If you follow the instructions provided here, and/or on the screen, and the boot process does not work
(or no network boot option is provided), then neither the system nor your network adapter are boot-
capable. You will need to use a network adapter that includes the PXE network boot protocol.

To network boot IBM System p and System i (CHRP) systems using System Management Services

(SMS):

1. Initiate SMS by pressing F1 (graphical display) or the “1” key (ASCII terminal) when the system
configuration icons or messages begin to appear on the screen. After the system configuration
completes, the SMS menu will appear (which differs on various models).

If your boot server is configured with your network adapter hardware (MAC) address, you may
perform a broadcast boot without entering any IP addresses. If not, or if you are booting across a
gateway, enter the client, server and gateway IP addresses. This is normally found under
Remote IPL, Network Boot, or BOOTP settings. Note that the gateway address is usually left blank
if none is used, but on some systems it should be set the same as the server address (indicating
no gateway required).

2. CHRP systems network boot directly from OpenFirmware (OF) without a boot loader. You must
specify the OF device name to boot from as well as all necessary kernel command-line options at
the OF prompt. For network devices, there is often an alias established in OF that points to the OF
device name. This is because the OF device name is rather lengthy and complicated. To illustrate,
in the example we will use below, the OF device name
is:/pci@800000020000002/pci@2,2/ethernet@l
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The alias for this device is “network”. If you perform network installs often, you may want to set up
this alias. To determine the OF device name of the network device:

Select “ Select Boot Options” from the SMS “Main Menu”
Select, “Select Install/Boot Device” from the “Multiboot menu”
Select, “List all Devices” from the “Select Device Type” menu
Select the “Device Number” of the network device.

Select “Information” for the task to perform.

This will present an information screen that will provide details about the ethernet device, including
the OpenFirmware device name.

SMS 1.6 (c) Copyright IBM Corp. 2000,2005 All rights reserved.

Device Information

1BM, FW-ADAPTER-NAME: 1BM 10/100/1000 Base-TX PCI-X Adapter
/pci@800000020000002/pci@2,2/ethernet@l

(Bootable)
DEVICE : Ethernet
( 1oc=U7879.001.DQDHZCX-P1-C4-T1 )
NAME : ethernet
DEVICE-TYPE : network
SUPPORTED-NETWORK-TYPES:
: ethernet,auto,rj45,auto <== chosen

: ethernet,10,rj45,half

: ethernet,10,rj45,full

: ethernet,100,rj45,half
: ethernet,100,rj45,full
: ethernet,1000,rj45, full

MAC-ADDRESS : 000255d33813

Navigation keys:

M = return to Main Menu N = Next page of list

ESC key = return to previous screen X = eXit System Management Services

Type menu item number and press Enter or select Navigation key:

In this example the OF device name is /pci@300000020000002/pci@2,2/ethernet@1. This
procedure is ONLY to get the OF device name. Do not select to boot from this device. You must
enter this device name manually (or use an alias) at the OF prompt.

3. Initiate OpenFirmware (OF) by pressing F8 (graphical display) or the “8” key (ASCII terminal)
when the system configuration icons or messages begin to appear on the screen. After the system
configuration completes, the OpenFirmware prompt will appear

4. From the OF prompt, enter the following line to boot from the network adapter.
ok> boot network_adapter_device_name console=tty0 load_ramdisk=1

init=/linuxrc ramdisk_size=65536 rw selinux=0 devfs=nomount
raid=noautodetect

a. Forthe network_adapter_device_name, use the OpenFirmware (OF) device name of the
network adapter you wish to boot from.

You may also use a device alias for network_adapter_device_name. To determine if an alias
is already set up for your device type:

ok> devalias
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To create a device alias called “network” using the OF device name obtained from SMS type:
ok> devalias network network_adapter_device_name

To create a device alias that is retained across reboots, you should use the nvalias command:
ok> nvalias network network_adapter_device_name

You can then use the “network” alias you created in place of the
network_adapter_device_name in the command above.

b. For the console option, use ttyO for a display attached to a graphics adapter, or ttySO for a
directly attached serial (ASCII) terminal. If installing onto an LPAR system, use hvcO (virtual
console).

c. The selinux option is needed only on systems with Security Enhanced Linux support, but will
be ignored otherwise.

d. The devfs option is needed only on systems with DEVFS support, but will be ignored
otherwise.

e. The raid option is needed only on systems with disks previously containing software RAID
devices, but will be ignored otherwise.

To network boot an Intel IA/64 (HP Integrity) system with EFI:

1. Select Boot Option Maintenance Menu from EFI Boot Manager boot option list when the system
first boots up.

2. Select Boot from a File as the operation to perform.

3. Select the Load File line that represents the network interface you wish to boot from. Note, the
MAC address of the device will be listed on lines which represent network adapters. For example:

Acpi (HWP0002,0)/Pci (3]0)/Mac(00306E4AE3B9)

Depending on the firmware of your network adapter, you may be provided the option of entering the
client and server IP address (and optional gateway address). If your boot server is configured with your
network adapter hardware (MAC) address, you may perform a broadcast boot without entering the IP
addresses. If not, you will need to enter this information. If you are booting across a gateway, you must
enter the client, server and gateway addresses (in which case a broadcast boot is not possible).

Tape Boot

Tape boot IBM System p and System i (CHRP) systems from the Open Firmware prompt:

1. CHRP systems initiate a boot from tape directly from OpenFirmware (OF) without a boot loader. You
must specify the OF device name to boot from as well as all necessary kernel command-line options at
the OF prompt. For some devices (like disk and network), there often is an alias established in OF that
points to the OF device name. This is because the OF device name is rather lengthy and complicated
and the device can be referred to as “disk” or “network”. To illustrate, in the example we will use below,
the OF device name for the tape device is:

/pci@30000002000000b/pci@2,2/pcil069,b166@1/scsi@0/st@2,0
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Unfortunately, our experience shows that tape drives rarely have an alias set up. The alias for the tape
drive in our example will be “tape”. If you perform tape boots often, you may want to set up this alias.
To determine the OF device name of the tape drive:

Select “ Select Boot Options” from the SMS “Main Menu”
Select, “Select Install/Boot Device” from the “Multiboot menu”
Select, “List all Devices” from the “Select Device Type” menu
Select the “Device Number” of the tape drive.

Select “Information” for the task to perform.

This will present an information screen that will provide details about the tape drive, including the
OpenFirmware device name.

SMS 1.6 (c) Copyright IBM Corp. 2000,2005 All rights reserved.

Device Information
/pci@0000002000000b/pci@2,2/pcil069,b166@1/scsi@0/st@2,0

(Bootable)
DEVICE : SCSI1 Tape
( loc=U7879.001.DQDHZDC-P1-C4-T1-L2-L0 )
NAME st
DEVICE-TYPE : byte

Parent Information

1BM, FW-ADAPTER-NAME: Dual Ultra-320
NAME . scsi
DEVICE-TYPE : scsi-2

Navigation keys:
M = return to Main Menu
ESC key = return to previous screen X = eXit System Management Services

Type menu item number and press Enter or select Navigation key:

In this example the OF device name is:

/pci@80000002000000b/pci@2,2/pcil069,b166@1/scsi@0/st@2,0

This procedure is ONLY to get the OF device name. Do not select to boot from this device. You
must enter this device name manually (or use an alias) at the OF prompt.

2. Initiate OpenFirmware (OF) by pressing F8 (graphical display) or the “8” key (ASCII terminal) when the
system configuration icons or messages begin to appear on the screen. After the system configuration
completes, the OpenFirmware prompt will appear

3. From the OF prompt, enter the following line to boot from the tape drive.
ok> boot tape_drive_device_name console=tty0 load_ramdisk=1

init=/linuxrc ramdisk_size=65536 rw selinux=0 devfs=nomount
raid=noautodetect

(1) For the tape_drive_device_name, use the OpenFirmware (OF) device name of the tape drive
you wish to boot from.

You may also use a device alias for tape_drive_device_name. To determine if an alias is
already set up for your device type:
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ok> devalias

To create a device alias called “tape” using the OF device name obtained from SMS type:

ok> devalias tape tape_drive_device_name

To create a device alias that is retained across reboots, you should use the nvalias command:

ok> nvalias tape tape_drive_device_name

You can then use the “tape” alias you created in place of the
tape_drive_device_name in the command above.

(2) For the console option, use ttyO for a display attached to a graphics adapter, or ttySO for a
directly attached serial (ASCII) terminal. If installing onto an LPAR system, use hvcO (virtual
console).

(3) The selinux option is needed only on systems with Security Enhanced Linux support, but will
be ignored otherwise.

(4) The devfs option is needed only on systems with DEVFS support, but will be ignored
otherwise.

(5) The raid option is needed only on systems with disks previously containing software RAID
devices, but will be ignored otherwise.

Completing the Boot Process

If booting from a network boot server and the client is configured for no-prompt install, the installation will
proceed without any user prompts. This assumes that a console and restore device was pre-determined and the
LVM information on the backup media is compatible with the system being installed. Refer to the section Enable
Client for Network Installation for details on the configuration of a no-prompt install.

Unless this is a no-prompt install, the following prompt will appear on the screen:

**xx*%* Please Define the System Console ******

Type 1 at this terminal and press (Enter)
if you want this display to be the System Console.

The above example is for an ASCII terminal. Note that the prompt "Type 1" will be shown as "Press FI" for
graphical displays. If the console is an ASCII terminal, press "1" and Enter. If the console is a graphic display,
press the "F1" key and press Enter.

After a short time, the following Installation and Maintenance screen will appear:
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Storix System Backup Hdninistrator for Linux

SYSTEH IHSTALLATION AHD HATHTEHAHWCE

hange Install Server or Dewvice|

Yiew/Change Installation Settings

Install the System with Current Settings
Systen Recovery Utilities

Reboot the Systen

Server: local
Device: 1118276003 {disk file)
Seqlun: 1

Fl1=Help DOHH/THB=Hext ENTER=Select

The detailed instructions for using the options on this menu are provided in the sections Reinstall a System from
a Backup and View/Change Installation Settings.

Troubleshooting a Network Boot

To boot from the network, a server must have first been configured to provide a network boot image to this
client. Those steps are outlined in the section Network Boot/Install Configuration.

To perform a network boot, SBAdmin Backup Administrator uses a standard network process called “BOOTP”.
BOOTP is initiated from the client and communicates with a BOOTP daemon on the boot server, who in turn
provides the client with information needed to obtain and execute a network boot image.

You must refer to each of the sections above, depending on your platform type, for instructions on initiating the
BOOTP process. If you are unable to boot the system to either the BOOTP Menu or System Management
Services Menu, you should refer to your hardware documentation for instructions.

If you are able to initiate the BOOTP process, but the client still fails to get to the SBAdmin Installation and
Maintenance process, there may have been an error in network communication between the client and server or
an error in the network boot configuration. Be sure to check the following:

1. Check that the settings in the Enable Network Installation of a Client process are configured properly.
Specifically be sure that the client gateway, subnet mask, platform and adapter type are correct.

2. Some older RSPC models require the Network Adapter Hardware (MAC) Address be entered in the
Network Boot Settings, even when entering the client and server IP addresses. Refer to Determining the
Network Adapter Hardware Address instructions below.

3. If you are booting an IBM System p or System | system, and trying to perform a broadcast BOOTP (by
leaving the client and server IP address fields blank), try filling out the client and server addresses instead.
Note that a broadcast BOOTP cannot be performed if a gateway is used between the client and server.
Also, BIOS and EFI-based systems will only support broadcast boot, so entering IP addresses is not an
option.

4. Be sure that the bootpd or dhcpd daemons, as well as the tftpd daemons are enabled on the boot server.

Specifics for checking for the availability and enabling the daemons differ with each Linux distribution, so
details cannot be provided here.
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5. Check that the server’s IP address is correct, and that you specified the correct gateway and subnet mask
(if needed). Keep in mind that the gateway address should be the gateway the client uses to connect to the
server, not the other way around.

6. The SMS and many PXE boot menus have options to “ping” the boot server. This is handy to determine if
the TCP/IP communication is valid between the systems, rather than a BOOTP configuration issue.

7. If you are entering a gateway address in the network boot screen on the client, be sure to enter the
gateway address the client uses to reach the server, not the gateway address found on the server.

8. If you are attempting a broadcast boot and the boot fails, return to the network boot menu (if any) and make
sure there are no IP addresses entered in the network boot settings. Remove any entries if they exist. If
any entries are found, they will be used instead of a broadcast boot.

Determining the Network Adapter Hardware Address

Some systems require that the adapter hardware address, also referred to as the MAC address, be used to
network boot a client. The MAC address is used to initiate a broadcast boot. In other words, the boot request
is broadcast on the network, and each server running the bootpd or dhcpd daemon will examine the request to
see if it is configured to respond to that MAC address.

A non-broadcast boot requires you enter the IP address of the server and the IP address assigned to the client
you are booting. Since this request is sent directly to the server, and the server responds to the client IP, there
is no need to know the MAC address.

Performing a broadcast boot, therefore, does not require that you enter the server or client IP addresses into
the network boot screen (and for some systems this is not an option). The broadcast boot, however, requires
that the MAC address be entered when setting up the client for network installation. The steps to obtain the
network adapter hardware address of the client differ widely depending on the platform and system model. If
you do not know how to determine the adapter hardware address, you can usually find this information on the
screen when initiating a network boot operation (even if the boot is unsuccessful) or when displaying the
available network adapters to boot from.
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5. Reinstall from a System Backup

A System Backup may be used to reinstall either the original system or a different system with either the same
or different hardware configuration. To initiate the installation, you must first boot the client from CDROM,
network boot server, local (internal, or external/portable) disk, or from the local tape using the instructions found
in the section Booting to the System Installation Process.

To setup a client system to be installed from a System Backup on a network install server, you must first
configure it using the process described in the section Enable/Disable Network Installation of a Client.

Cloning Systems

"Cloning" a system means to install a system from a backup originating on another system. The system from
which the backup was made may be identical or completely different than the system you are installing.

If the system to be installed is identical in hardware type and configuration to the one the backup was made
from, the installation may be performed with no customization required. However, if the systems differ, there
may be changes required. For instance, if the disk configuration on which the volume groups were placed is not
available on the new system, messages will be displayed that the original disks are not available and you must
select new physical volumes into which the volume groups will be placed. See View/Change Installation
Settings.

No-Prompt Installation

If the system is set to no-prompt installation, the Installation and Maintenance Menu will not appear (as
described in the following section), but the installation will proceed without any input from the user. If your boot
media was created for a no-prompt installation, a banner will display as follows:

1111 NO-PROMPT INSTALLATION tIll

The installation process was set to no-prompt mode. The installation
will continue with no prompts unless a problem occurs requiring user-
interaction.
IF YOU DO NOT WANT THIS MACHINE TO INSTALL AT THIS TIME,
YOU HAVE 60 SECONDS TO TURN OFF THE SYSTEM POWER!

++

As indicated, you will have 60 seconds to turn off the system to prevent the system recovery process from
continuing (and possibly overwriting all data on the system). There is no way to manually interrupt an install
process created for no-prompt installation and cause it to display the installation menus.

However, if any error occurs, such as an install server or device not being available, or if the backup data read
from the installation media cannot be installed onto the detected hardware without user intervention, an error
message will occur and the System Installation Menus will appear.

Refer to Creating Boot Media and Enable/Disable Network Installation of a Client for information how to pre-
answer any questions normally asked during the install process which are required for a no-prompt installation.
If configured for no-prompt installation, the installation process will proceed automatically as follows:

1. The defined install server and device will be checked to ensure they are available and readable
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2. The selected backup will be read and the installation information will be extracted

3. The configuration information from the backup will be compared against the current system configuration to
ensure the volume groups and logical volumes may be created according to the backup data. If there are
non-fatal problems which can be corrected, they will be corrected automatically. For instance, if a prior LVM
physical volume is not available on the new system, leaving only one physical volume in a volume group,
mirroring and/or striping of all logical volumes in that volume group will need to be turned off to allow the
installation to continue.

If there are any fatal problems, such as no disks on the new system that match the original system, or if the
disks on the new system are not large enough to contain the original data, the system will enter prompted
mode and the installation menus will appear in order for the user to make changes to correct the problems
before continuing.

Installing from an Encrypted Backup

If the backup to be restored from was encrypted during the backup process, it will be necessary to decrypt the
data during the restore. Unlike restoring data on a live system, where the encryption keys are available on the
backup system, the encryption key must be entered manually during the system installation. The encryption
keys are not stored in the boot media or the backup information as this might be penetrable to hackers.

As warned during the backup process, an encrypted backup cannot be restored
without the proper encryption key. This key may not be retrieved from the backup,
nor can SBAdmin assist in providing the correct key. If you do not have the proper
encryption key needed to decrypt this backup, you will not restore this data!

The encryption key is a value that the user defined prior to performing the backup. If the encryption key is not
known, you will not be able to restore the system from this backup. However, to make encryption keys easier to
remember and/or enter, it may be entered either as a hexadecimal number or an ASCII text equivalent (if this
was the form used to create the original key).

When selecting to install from an encrypted backup, the following message will appear:

BACKUP DATA 1S ENCRYPTED

To read the backup data, an encryption key is required. You may supply
a 32-byte HEX key to decrypt the data. If you used a 16-byte
ASCIl (text) key to generate the HEX key, you may also enter it here.

Select one of the following:
1) Enter a HEX key
2) Enter an ASCIl (text) key

3) Start a shell
==>

Select the appropriate option for entering either a HEX or ASCII encryption key. The third option may be used to
start a shell to type commands at the command line should you need to perform system recovery without
reading the backup data.

Enter a HEX Key

The length of the key will depend on the number of bits of encryption. For 128-bit encryption, a 32-byte
hexadecimal number is required. For 192-bit encryption, a 48-byte number is needed, and for 256-bit
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encryption, a 64-byte hex number is needed. Select option 1 from the list above, then when prompted to
"Enter your 32-byte HEX key (or press Enter to reselect key type)", enter they key, or
press Enter to return to the options above.

Enter an ASCII (text) Key

The length of the key will depend on the number of bits of encryption. For 128-bit encryption, a 16-byte
ASCII string is required. For 192-bit encryption, a 24-byte string is needed, and for 256-bit encryption, a 32-
byte string is needed. Select option 1 from the list above, then when prompted to "Enter your 16-byte
ASCI1 (text) key (or press Enter to reselect key type)", enter they key, or press Enter to
return to the options above.

The key you enter will be converted to an appropriate hexadecimal number and used to decrypt the data,
just as if you entered the hex key yourself.

Upon entry of a valid key, the restoration of the data will continue. If an invalid key is entered, you will be
informed so, and returned to the above menu of options.

System Installation Process

After booting from a network boot server

When the system is booted from the network, the client network installation options will also be copied from
the boot server to the client. Any installation options setup when the client was configured for network boot
(see Enable/Disable Network Installation of a Client) will be used by default for the installation. These pre-
set defaults may include the install server and device, the console device and terminal type, the backup
sequence number, or anything else required for the installation to proceed with no required input from the
user. If the user selected a no-prompt installation (see No-Prompt Installation above), the installation will
continue automatically. Otherwise, the installation menus will appear and the user may manually change
any prior defaults, add any settings that were not pre-configured, or continue the installation process with
the current settings.

Verifying the hardware configuration

Once the backup media is selected, and you chose to either continue the installation with the current
settings or to change the volume group, logical volume or filesystem information, the following will occur:

1. The disks defined on the backup are compared against the current system’s hardware configuration. If
there are problems that would prevent the backup from being installed onto the system, such as
missing disks or disks that are too small to contain the backup data, a list of messages indicating the
problems will be displayed and the user will be required to either make changes manually or may select
to automatically fix any problems that are non-fatal.

2. Non-fatal errors are those that require changes to the configuration in order to allow the data to be
restored, although some settings may differ from those of the original system. For instance, if there is
only one remaining LVM physical volume that matches the original system configuration for a particular
volume group, any mirroring and/or striping will need to be disabled for the logical volumes in that
volume group since these features require at least two physical volumes. If such non-fatal errors occur
when checking the system information, you will be provided the option of automatically fixing the errors.
You may also change the volume group or logical volume information manually to either add more disk
space or change other logical volume attributes manually that would allow the logical volume to be
created as desired.

Storix System Backup Administrator - 37 - Version 7.1 Linux System Recovery Guide



More details of the verification that takes place are described later in Verification Process.

The System Installation and Maintenance Menu

When the boot process has completed, the System Installation and Maintenance Menu will appear:

Storix Systen Backup Hdministrator for Linux

SYSTEH THSTALLATION AHD HATHTEWAHCE

hange Install Server or Dewvice

Yiew/Change Installation Settings

Install the 5Systen with Current Settings
Systen Recovery Utilities

Reboot the Systen

Server: local
Device: 1118276009 {disk file)
Seqiun: 1

Fl=Help DOHH/TAB=Hext EHTER=Select

Using Keys and Getting Help

Because these menus are designed to appear on both graphic and serial (ASCII), the menus are provided
in a form viewable on ASCII terminals. The use of the mouse is not available. Most keyboards will support
arrow keys while others do not. Also, some keyboards have page up and page down keys, help keys, etc,
that others do not. For this reason, there is a variety of methods which may be used to traverse the menus
and options in the installation screens:

e To move between fields, use the Up-arrow and Down-arrow keys on the keyboard.
¢ To make a selection, press the Enter key, and
e Toreturn to a previous screen, use the F3 or ESC (escape) key
e For pop-up lists, help screens and other messages, you may use the arrow keys to move up and
down the list or to scroll the text. You may also use the Page-up and Page-down keys, if
available, or use CTRL-N for ‘next page’ and CTRL-P for ‘previous page’ if not.
Help Windows: The F1 or “!” key (shift/1) may be pressed at any field or menu item to obtain help

instructions, detailing the use and options for the corresponding item. A help window will appear in the
center of the screen as in the following example:
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Select this option if you wish to change the installation
settings which affect the layout of the system and the data
to restore. This includes szelection of disks to use in the
restoration, redefining the partition tables, Logical Uolume
Hanagement, software RAID (weta-disks) and filesystem types
and attributes.

The current settings should watch those of the system from
which the backup was wade. If you encountered errors when

the information on the backup was checked for compatibility
— [Hore] F1=Keyz=——

If the help information is lengthy for a particular option (indicated by [more] at the bottom), it may be
necessary to page the message using the page or control keys described above. To remove the help
window and return to the previous entry, press the F3 or ESC key.

Pop-up List Options: Pop-up lists are available for many entry options. When supported, “List=F4” will
appear at the bottom of the screen. At that field, you may press the F4 or “$” key (shift/4) to list the
available options for the corresponding field and select an option from the list. To select an option, use the
arrow keys to highlight the desired option and press Enter. The selected option will be placed in the entry
field and the pop-up window will disappear.

Change Installation Server or Device

The default installation server and device, if any, will be displayed at the bottom of the screen. If the system was
booted from the network, the install server will default to the boot server unless a different install server was
defined when the client was configured for network boot. If the system was booted from a local tape, the server
is assumed to be “local” (or none) and the installation device is assumed to be the tape drive the system was
booted from.

Select the Change Installation Server or Device option if you wish to change the server on which the backup
media is attached, or the remote or local installation device. You will only be able to select a remote server
when using the Network Administrator license. After selecting option this option, you are presented with one
of the following additional option screens:

o The following menu options appear if you did not have TSM support installed onto
the client from which the backup media was created. Refer to the TSM Configuration
section below for information and examples.

Storix System Backup Adninistrator for Linux

Set Install Device or Server

HOTE: Select any tape dewvice to change
the backup sequence nunber

For LOCAL Installation:
fSelect Single Tape Drive

Select Parallel Tape Drives

Select Sequential Tape Drives
Select Local Disk Backup File

HETHORK Installation:

Set or Change Hetwork Configuration
Select Remote Tape Device

Select Remote Disk Backup File

Server: local
Device: 1118276009 (disk file)
Sequn: 1

Fi=Help F3/ESC=Done DOHH/TAB=Hext EHTER=Select
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Highlight the option you wish to select using the up and down arrow keys on the keyboard. Each option is
described in detail below:

Select Local Tape Device

Whether you booted from a network boot server or from a local tape device, you may change the
installation settings to allow installation from a local tape drive, even a different drive than was booted from.
When selecting this option, a list of local tape devices will be displayed and you may select one tape drive
from the list. If the backup was created using a parallel virtual device, you must instead use the option
below.

After selecting a tape device, the following window will pop up on the screen:

Change tape restore options as needed,
then press F3 or ESC to continue:

Autoloader used? [
Backup Sequence Number: 1

If an Autoloader is used with the device, select 'y’ in the Autoloader used? field. If the backup you wish to
install from is not the first backup on the media, type the backup sequence number in the Backup
Sequence Number field. Refer to the backup sequence number in the backup label if you do not know the
correct backup sequence number to use. Also refer to Virtual Devices for more information on the use of
sequential autoloaders. Once you have selected the desired options, press F3 or ESC to return to the
Change Installation Server or Device menu.

Select Local Parallel Tape Drives

If the backup was created using a Parallel Virtual Device, you must use a parallel virtual device to restore
from the backup as well. The virtual devices previously configured on the system are not known when
booting in installation mode, so this option provides you a method of defining a parallel virtual device on the
local system.

After selecting this option, you are provided a list of local tape drives. You must select at least two drives
from the list. To do so, highlight the desired entry and press Enter. An arrow (==>) will appear next to each
option selected.

Important: You must select the same number of devices used to create the backup
and you must select them in the same order as they were previously configured

When you have selected the desired devices, press F3 or ESC. The following window will pop up on the
screen:

Change tape restore options as needed,
then press F3 or ESC to continue:

Autoloader used? [
Backup Sequence Number: 1

If an Autoloader is used with the device, select 'y’ in the Autoloader used? field. If the backup you wish to
install from is not the first backup on the media, type the backup sequence number in the Backup
Sequence Number field. Refer to the backup sequence number in the backup label if you do not know the
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correct backup sequence number to use. Also refer to Virtual Devices for more information on the use of
sequential autoloaders. Once you have selected the desired options, press F3 or ESC to return to the
Change Installation Server or Device menu.

Select Local Sequential Tape Drives

You may also use sequential tape devices to restore from the backup if the backup spans multiple tapes
and you want the installation to automatically span the tapes inserted in different devices. This option is
identical to the use of a Sequential Virtual Device. The virtual devices previously configured on the
system are not known when booting in installation mode, so this option provides you a method of defining
sequential devices on the local system.

After selecting this option, you are provided a list of local tape drives. You must select at least two drives
from the list. To do so, highlight the desired entry and press Enter. An arrow (==>) will appear next to each
option selected.

E Important: You must select the devices in the same order in which they will be read.

When you have selected the desired devices, press F3 or ESC. The following window will pop up on the
screen:

Change tape restore options as needed,
then press F3 or ESC to continue:

Autoloader used? 1
Backup Sequence Number: 1

If an Autoloader is used with the devices, select 'y’ in the Autoloader used? field. If the backup you wish to
install from is not the first backup on the media, type the backup sequence number in the Backup
Sequence Number field. Refer to the backup sequence number in the backup label if you do not know the
correct backup sequence number to use. Also refer to Virtual Devices for more information on the use of
sequential autoloaders. Once you have selected the desired options, press F3 or ESC to return to the
Change Installation Server or Device menu.

Select Local Disk Backup File

If you configured a locally-attached (or SAN-attached) disk for system backup/recovery (refer to SBAdmin
User Guide), and you performed the System Backup to a configured system backup disk, you may
reinstall the system using that backup. If you select this option, the system will be scanned for one or more
system backup disks, and then the disks will be queried for available system backups. If any are found, a
screen similar to the following will appear, from which you may select the backup to restore:
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F3/ESC=Tlone

Storix System Backup

Adminiztrator

local

DOWMATAE=Mext  EMTER=Select

Select a backup by highlighting the desired line and pressing ENTER, or press F3 or ESC key to cancel the
selection. After making your selection, you are returned to the Change Installation Server or Device menu.

Set or Change Network Configuration

You may set or change the network install server from which to obtain the backup. The backup itself may
be on a tape attached to the server or on the server’s disk drive. Upon selecting this option, a screen

similar to the following will be displayed:

Storix System Backup Adwinistrator

Set or Change Metwork Install Configuration

TCP/IP Configuration

Server IP Address:
Client IP Address:

Gateway Address:
Subnet Hask:

Adapter Configuration
Network Device:

Fi=Help F3/ESC=Done

192.168.1.121 |
192.168.1.123
192.168.1.1
255.255.255.0

ethl

To use a network install server, the Server IP Address, Client IP Address and Network Device fields
must be filled in. If a gateway is required for the client to reach the install server, enter the gateway the
client must use in the Gateway Address field. Under Adapter Configuration, press F4 to list the devices

available on the system.
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E If no devices appear in the Network Device field, then you probably did not
include network support when creating the boot media. If you included support,
but the device still does not appear, then the device module may not have been
included on the media. Look at the /opt/storix/bin/bootlist_util file for details.

Press the F3 or ESC key to end and return to the Change Installation Server or Device menu once you
have finished your selection. When you do so, the network will be configured according to the settings you
chose, and the new server will be displayed at the bottom of the screen. If the server has changed, any
previous device selection, if any, will be removed and you will be required to select a new installation
device.

Select Remote Tape Device

If a network install server is selected and available (indicated by the Server at the bottom of the screen),
you may select to install from a backup in a tape drive attached to the remote server. Note that you may
select a remote server and device even if you booted from a local tape, provided that you chose to include
the network support on the tape when configuring the System Backup Profile. When selecting this option,
a list of tape drives on the server will be displayed and you may select a tape drive from the list.

Also, if there is a parallel or sequential virtual device configured on the server, the virtual devices will be
displayed, and you may select one as well. Only select a parallel virtual device if the backup was made
using the same parallel device. Refer to the Virtual Devices chapter for details.

Once you have made your selection, the drive will be checked to ensure that it is available and the name of
the device will be displayed at the bottom of the screen, and you will be returned to the Change Installation
Server or Device menu.

Select Remote Disk Backup File

If a network install server is selected and available (indicated by the Server field at the bottom of the
screen), you may select to install from a disk file backup available on the server. Note that you may select
to install from a remote server and device even if you booted from a local tape, provided that you chose to
include the network support on the tape when configuring the System Backup Profile. When selecting this
option, a list of backup images on the server will be displayed, and you may select a backup from the list.
The list will also display the client from which the backup was originally made, the date and backup job
information.

The list will contain any backups that were written to the network install images directory (or directories)
defined for the install server. Refer to Configuring Backup Servers, Devices and Directories for more
information on setting the network install images directory.
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Press A b ECT T f From which to

dumbo
dumbo

1079029365 3/11/04 10314 000002 micke

If you expect a backup image to appear in the list that does not, it may be that the backup was written with
permission for only the original client to read it. If the client to install is not the same as the original client
(or the client is installing from a different network adapter and therefore has a different hostname), you
must change the backup image to allow clients other than the originating client to read it. Refer to Change
Access Permission of a Disk Backup for details.

Once you have made your selection, the Backup ID of the backup file will be displayed in the Device field
at the bottom of the screen, and you will be returned to the Change Installation Server or Device menu.

Once the installation server and/or device have been selected, press the F3 or ESC key to return to the
Installation and Maintenance Menu.

TSM Configuration

When selecting the Change Installation Server or Device option form the main menu and TSM support was
enabled on the client from which you created the boot media, the Set Install Device or Server menu will look a

bit different as shown below:

u The following menu assumes you have a Network Edition installed with the TSM
Backup Support feature enabled. If you are using TSM Edition, there will be no
options available for LOCAL Installation or Use SBAdmin Server, but you will be
taken directly to the Set or Change TSM Configuration screen which follows.
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ystem Backup Administrator for Linux

NOTE: Select any tape device to change
the backup sequence number

For LOCAL Installation:
Select Single Tape Drive
Select Parallel Tape Drives
Select Sequential Tape Drives
Select Local Disk Backup File

For NETWORK Installation:
Use SBAdmin Server
se TSM Serve

~: 192.168.1.144 (TSM)
: 1190136584 (API)

Fl=Help F3/ESC=Done DOWN/TAB=Next ENTER=Select

If you wish to install from a TSM server, select Use TSM Server from the list above. The following screen will
appear:

NOTE: Select remote TSM Backup to change
the backup sequence number

Set or Change Network Confipguration

Set or Change TSM Configuration
Select Remote TSM Backup

Fl=Help F3/ESC=Done DOWN/TAB=Next ENTER=Select

You will need to enter additional information used to contact the TSM server on the screen below:
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TSM Client Configuration

NODEname : plinnie

NODE Password: storix

Server Configuration

TCPServeraddress: 192.168.1.144
TCPPort: 1500
TCPBuffsize (Kb): default
TCPWindowsize (Kb): default
TCPNodelay: il

Administrator Configuration
Admin Username: admin
Admin Password: storix

Fl=Help F3/ESC=Done

TSM Client Configuration

You are required to enter the NODEname of the TSM client you are installing. Note that this is not
necessarily the same node from which the backup was originally created. If you know the node’s password,
enter it in the NODE Password field. If you do not know the node password, then you will be required to
supply the TSM Administrator username and password in the fields below.

Note that, when logging onto the server using the nodename and password, you will have access to
backups created by this node, as well as any backups of other nodes for which the backup read permission
was set to allow access to any client. If you need access to all client backups on the server, you will need to
log on using the administrative username and password as described below.

TSM Server Configuration

The required field in this section is the TCPServeraddress. You must use the TCP address, not the
hostname, since host name services are not available when booting from the installation media. The
remainder of the fields may typically use the defaults shown. Use the F1 key to display detailed help
information for any screens.

TSM Administrator Configuration

The TSM administrative user information need only be entered if you do not know the NODE Password.
Also, by logging onto the server as the administrative user, instead of using the node password, you will
have access to all backups on the server, even those for which the permission was set to only allow owner
access in the backup profile.

Once you have entered all of the required TSM information, press the F3 or ESC key to return to the previous
menu.
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Change the Installation Settings

The sizes, locations and all other attributes for disks, partitions, volume groups, logical volumes, meta-disks,
swap spaces and filesystems as defined on the backup may be changed using this option. If the backup
settings had not been previously read from the backup, the backup will be read and the settings, according to
the original system, will be extracted from the backup. The settings will then be verified to ensure they are
compatible with the current system’s hardware configuration. If the verification fails, you will be required to fix
the information to accommodate installation of the backup onto the current system. This may be done either
automatically or by changing the setting manually as described in the section Verify the hardware configuration
above.

Upon selection of this option, a set of menus will appear that allow you to customize virtually any attribute of a
partition, volume group, logical volume, meta-disk or filesystem defined on the backup. You may also choose to
exclude certain of these elements from being created or restored, or you may select to create them without
actually restoring the data. These menus and options are numerous, and are described in detail in the chapter
View/Change Installation Settings.

Once you have completed all changes, press the F3 or ESC key to return to the Installation and Maintenance
Menu.

Install the System with Current Settings

When you have completed all steps necessary prior to installing the system, such as changing the installation
server, device or volume group information, you may select this option to begin the installation of the system
using the current settings.

The backup settings will again be verified to ensure consistency with the current hardware configuration as
described in Verification Process. If any problems are found, you will be returned to the Installation and
Maintenance Menu.

If no problems were found in the system configuration preventing the installation from proceeding, a
confirmation screen will appear, showing you the volume groups and disks that will be created or overwritten by
the installation. You will be required to press Enter to continue. A final warning will appear and you must then
press "y" to continue the installation or "n" to return to the Installation and Maintenance Menu.

Once you have selected to continue, the installation will proceed with no further user input. The partition tables,
volume groups, logical volumes, meta-disks and filesystems will be created and restored from the backup as
defined in the backup information, and as previously customized.

Upon completion of the installation, with the exception of any changes made within the installation menus, the
new system will look identical to that of the original system from which the backup was made.

More details on the complete installation process are found in the Install the System chapter below.
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6. View/Change Installation Settings

From the Main Menu, select View/Change Installation Settings. The first time you enter this option, the
backup information will be read from the installation media and compared with the system and disk
configuration to ensure there is adequate space on the available disks to perform the installation. Checks will
also be made to ensure you booted from boot media that supports all of the devices you will be restoring from
the backup. If there are any inconsistencies, you will be required to make changes within these menus to
correct the problem.

“ It is important to note that any options or changes made in these selections have NO
AFFECT on the actual disks or their contents until AFTER you begin the installation.
If you change your mind at any time, you can cancel or change information without
worry as to the state of the data on the disks!

The following is the Change Installation Settings Menu:

Storix System Backup Adninistrator for Linux

Change Installation Settings Henu

Select Disks to Use for Installation|

Change Partition Tables

Logical Yolume Hanagenent
Add or Change Heta-disks

Add or Change Filesystens
Add or Change Swap Devices

Change Boot Options

Fl=Help F3/ESC=Done DOHH/TAB=Next EHTER=Select

At times, you may be required to make changes throughout these menus to correct problems that would prevent
the devices from being created or the data from being restored. Only after returning to the Main Menu by
pressing F3 or ESC, and selecting to begin the installation, will the data be checked again for consistency and
additional changes may be required.

Select Disks to Use for Installation

If the disks detected on the system do not exactly match those described on the backup, this option will appear
automatically. Otherwise, you can select this option from the Settings Menu to display a screen similar to the
following. We will refer to this as the Disk Table Menu.
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Storiz System Backup Adwinistrator

CurrentDisk
1915.59

10400.24 33166. 63

950.00 2007.07
0.00 1042.14
0.00 2157.94

Fi=Help F3/ESC=Done DOMN/TAB=Next ENTER=Select

Many options are available from this screen for moving data between disks. This is necessary when the disks
currently available don’'t match those defined on the backup, or if you simply want to reorganize the data on the
disks for better performance, or to implement RAID striping or Logical Volume Management (all described later).

To return to the Settings Menu, press F3 or ESC. The backup data will again be checked to ensure you have
enough room on the disks for the partitions or other data as you have defined them. If not, you will be warned,
but can make changes in this or other settings to fix the problem before the installation is actually performed.

The above screen shows you the original disk the data resided on and the new disk that is assigned that data.
There may be previous disks that are not assigned to a new disk, or even additional detected disks that have no
data currently assigned to them. By selecting one of the lines on the screen, you are provided several options
as shown below:

Xelect one of the following or F3 to return:
UTEM/CHANGE partition table on this dizk
ASSIGH all contents of this disk to a different disk

HIGRATE a partition on this disk to a different disk
DO HOT RESTORE this disk backup data

F1=Help

Note that the options for displaying or migrating partitions only appear if the selected disk was previously
partitioned or you have chosen to create partitions on it. Each option is described below:

View/Change Partition Table

When selecting this option the partitions on the disk will be displayed as in this example:
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Storix System Backup RAdwinistrator

Create
Create Swap device
Create ?ESEHUED

Create

Create UG:vel
Create JdataS
Create fusrfsrc
Create Jetorix
Create Jhome

[—R-=N- - - YL L

[y

Dizk space (HB): 38162 Sectors: TR196224
Partitions {HB): 10400 Free: 56356529
Fi=Help F3/ESC=Done DOMH/TAB=Hext EHTER=Select

You may select to add a new partition by pressing Enter at the highlighted line at the top, or move the
highlighted line over the partition you wish to change. When adding a new partition you will be prompted
where to insert the partition within the table. Then, when either adding or changing a partition, a window
similar to the following will be displayed:

Partition: sda3 {(Primary)
Contents: Filesysten 7

Hin 5ize
Size (sectors): SECEECNIG GO02944

Size (HB): 134928 2932
Partition type:

Boot flag?

Option: C Create only

The above screen allows editing of partitions for MSDOS partition tables. Most systems only support these
partition table types. If you are using an Intel IA/64 system which uses GPT patrtition tables, the options will
differ slightly as follows:

Partition: sda3 {Primary}
Contents: Filesysten /

Hin 5ize
Size (sectors): IfFEEUNNENN 6002944

Size (HB}: 134921 2932
Partition flag: none

Hane: none

Option: C Create only

You may change any of the options shown. The Size of the partition can be set by either entering the
number of sectors (512-bytes each) or by entering the number of megabytes. In either case, the other will
be adjusted accordingly. You normally will not need to change the Partition type or Partition flag, even if
creating a RAID or LVM device on the partition because the software will automatically do that for you. The
Boot flag is not used by the software, and need only be changed if the partition contains a non-Linux
operating system that requires it. If your backup contains raw partition data, the Option will show
Create/Restore. If you do not want to restore that data, change this to Create only.

When finished with your selections, press F3 or ESC to return to the Change/View Partition Table options.
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Assign All Contents of a Disk to a Different Disk

Select this option only if you want to move all of the previously defined backup contents to a different disk.
You will then be asked which disk to assign the data to. If you select a disk that is currently assigned other
data, you’'ll be given the option of making the other data unassigned so that you can either move it to a
different disk or choose not to restore it.

Migrate a Partition to a Different Disk

If you select this option, the partition table will be displayed where you can select a partition to be moved to
a different disk. You will then be prompted for the location on the new disk to place the partition. If the disk
you are moving to currently has no partitions assigned to it, you can select to make the new partition either
a physical (partitions 1-3) or logical (partitions 5-16). Note that partition 4 is always reserved for the
extended partition, on which all logical partitions are created.

Select Not to Restore Data to a Disk

By selecting this option, you are choosing not to restore the data that is assigned to the selected disk. By
doing so, all previous contents will become undefined, and the disk will not be used when installing the
system. Any data that actually resides on the disk at this time will not be overwritten.

If you choose not to restore a disk containing partitions, the partitions will be deleted as well as any
contents of those partitions, whether they are filesystems, LVM physical volumes or software RAID devices.
If selecting not to restore a disk’s contents causes any problems which would prevent the installation from
being performed (for instance, removing one partition of a striped meta-disk), you will be informed so and
required to make additional changes before continuing the installation.

When you have finished all changes, press F3 or ESC to return to the Disk Table Menu and F3 or ESC again to
return to the Settings Menu.

Change Partition Tables

This option on the menu is really just a shortcut into the same options available when selecting disks to use for
installation. You have the same options of changing partition information or adding new partitions to a disk, but
must use the Select Disks to Use for Installation option to move partitions or other data between disks.

If your system supports both MSDOS and GPT partition tables, you will be provided the following option:

IEH/EDIT partitions

CHAHGE partition table TYPE
1=Help

Select the first option to view or change the existing partition table. Refer to View/Change Partition Table for
additional information. If you select to change the partition table type, you will be asked whether you want the
partition table to be MSDOS or GPT format.

GPT partition tables have only one partition format, but MSDOS tables have Primary and Logical partitions
(logical partitions are contained within an Extended partition).

When changing from MSDOS to GPT, the Extended Partition (only used in MSDOS tables) is removed and all
partitions are changed to a “primary” type. When changing from GPT to MSDOS, the first 3 partitions are
converted to a Primary partition, an Extended patrtition is created as partition 4 (if needed) and additional
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partitions are created as Logical. After the conversion takes place, the new partition table is displayed where
you may change the partition information. Refer to View/Change Partition Table for additional information.

Logical Volume Management

The Logical Volume Manager (LVM) support is included with many distributions and provides the flexibility of
logically managing multiple physical disks as one large logical disk. This allows, for instance, a filesystem to be
spread sequentially across multiple disks, striped across disks, and the filesystem (contained in a logical
volume) does not have to use contiguous segments of disk space. Therefore, you can expand and reduce the
size of these containers even if there is not contiguous disk space available. Since LVM support in SBAdmin is
quite extensive, we’'ll provide a quick lesson in LVM terminology, but you should refer to your LVM
documentation and the “man” pages for the LVM commands for details:

Physical Volumes (PVs): This is similar to a physical disk assigned to LVM, but may actually be other
types of block devices, including hard disks, partitions and meta-disks. PVs are assigned to volume
groups to group them into a single large “logical” disk.

Volume Groups (VGs): This is basically the logical view of a disk, which actually contains one or more
physical volumes. A volume group may then be split into smaller units which may be used for storing
raw data or filesystems.

Logical Volumes (LVs): Volume groups are broken down into logical volumes, which is similar to a
disk “partition”. The difference is that the segments making up the logical volumes may actually exist
on different disks and do not need to be contiguous. A logical volume may also be “striped”, providing
added I/O performance by making use of multiple physical volumes concurrently.

Physical Extents (PEs): This is a unit a physical volume is divided into, each in size. A PE may be
from 1 Kbyte up to 128 megabytes in size, and is the smallest unit of allocation for logical volumes. A
logical volume might be made up of PEs existing on different physical volumes.

Logical Extents (LEs): A logical volume is actually made up of LEs, which at this time is the same as
a PE. We refer to PEs when talking of the physical units of allocation and LEs when talking of the
logical units of allocation. The reason for the differentiation is for future support of mirrored logical
volumes, where a 100 megabyte logical volume, made up of 25 4 megabyte LEs actually takes up 50
PEs (since every LE will be mirrored onto 2 PESs).

When selecting this option from the menu, you will be provided another list of options:

Storix System Backup Administrator -52 - Version 7.1 Linux System Recovery Guide



Storix Systew Backup Adwinistrator

Change LUH Settings

Add or Remove Physical Uolumes]
Add or Change VYoluwe Groups

Add or Change Logical Uolumes

Fi=Help F3/ESC=Done DOMH/TAB=Next ENTER=3elect

You will note that these options may not only be used to change settings of existing LVM definitions, but also for
creating new PVs, VGs and LVs. After refining new logical volumes, you will be able to later either create a new
filesystem in the logical volume or even move a filesystem previously residing on a disk partition into a logical
volume!

You will also find that physical volumes may be created on meta-disks and meta-disks can be created from

logical volumes. This will allow a

Add or Remove Physical Volumes

This option is used to define a block device as a physical volume for use with LVM. When selecting this
option a list of potential physical volume devices as well as those currently defined is displayed:

$torix System Backup Adwinistrator

H Bize(HB) Type/(UG
3004 (wel
502 Partition
1042 (w0}
2157  (vel)
500 Partition
500 Partition

Fi=Help F3/ESC=Done DOMN/TAB=Hext ENTER=3elect

This list will only contain devices, such as disks, partitions or meta-disks, that do not already have other
data assigned to them. Those indicated with => are currently physical volumes. You may select any line to
either define or un-define this as a physical volume. The Type/(VG) column will display either the type of

Storix System Backup Administrator -53 - Version 7.1 Linux System Recovery Guide



device (it not currently a physical volume), or the volume group name (or none) the physical volume
currently is assigned to.

When finished with your selections, press F3 or ESC to return to the LVM Settings Menu.

Add or Change Volume Groups

Use this option to change the attributes of a volume group, delete a volume group or to add a new volume
group. When selecting this option, a screen similar to the following will first appear:

Storix System Backup Adwinistrator

UG Hame Option Physical Volumes
Create sdd sdb
Create {none currently assigned)

Fi=Help F3/ESC=Done DOWH/TAB=Hext ENTER=Select

This will show the currently defined volume groups, if any. If you select the <Add New> option at the top,
you can define a new volume group. You will be required in this case to have first defined at least one
physical volume to assign to the volume group.

After making your selection, the following screen will be displayed:

Storixz System Backup Adwinistrator

Create Option: [d]CreatefRestore
Volume Group Hame: vel
Mysical Volme List: sdd sdb

Physical Extent Size (KB):
Haximm Physical Volmes:
Haximm Logical Volmes:
Resizahle?

Uoluwe group space (HB): 3138 total 3000 used 138 free

Fi=Help F3/E3C=Done F4=List
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Remember to press F1 at any time for detailed help on a particular field. Use F4 in most fields to display a
list of available choices. From this screen you can change the VG name, the physical volumes assigned to
the VG, the PE size and other options.

Notice that the amount of space available in the volume group is shown at the bottom, as well as the
amount of space used by current logical volumes.

The Create Option may be changed to either “C” (create) or “D” (delete). If you change the option to
Delete, you will be given warning, and the volume group and any logical volumes assigned to it will be
removed. Any physical volumes assigned to it will become available to assign to other volume groups, if
any.

If you change the PE size, any logical volumes currently assigned to the volume groups will be adjusted to
fit. The number of LEs assigned to each LV will change, and in some cases, the LV size may change
slightly in order to round up to the new PE size.

To select physical volumes for the VG, press F4 in the Physical Volume List field. A pop-up window will
display similar to the following will be shown:

PUnawe  UGnawe Total HB
sdd vell 1042

sdb vl 2157
hdab free 3004

You may only select a physical volume that is either currently assigned to this VG (in order to un-assign it),
or a physical volume listed as “free”, indicating that it does not belong to a volume group. By selecting the
line, the list will refresh showing the PV either assigned or unassigned. Press F3 to return to the Change

Volume Group screen.
Add or Change Logical Volumes

Select this option to add, delete or change logical volumes. When selecting this option, a screen containing
the currently defined LVs is shown:
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Storix System Backup Adwinistrator

Size (HB) HinZize Contents

800 12 /fdatal

palll] 0 wd?
2000 0 wd?

800 177 fdata?
2000 1978 /data3

Fi=Help F3/EZC=Done DOWN/TAB=Hext ENTER=3elect

Select <Add New> to create a new logical volume or select a line containing a current logical volume to
change or remove it. The logical volume settings can then be changed on the following screen:

Storizx System Backup Adwinistrator

Contents: Heta-disk wd2

Create Dption: [] Create Only
LU Hame: Ivol3

UVolmme Group: vel

Phyzical Volmes: sdd =db

Size (LEs):

Size (HB):

Al location: Hext Free
Stripe Size: Kbytes
Read—ahead sectors:

UG Space Mvail: 4? 13
rig LV size:
Hin LV size: Zl

F1=Help F3/E3C=Done F4=List

Use the F1 key for help on any field or the F4 key to list current choices.

The amount of space available in the volume group, and the minimum LV size (if the LV previously
contained data) is shown at the bottom of the screen. These numbers will be adjusted as you change the
size of the LV, which may be specified in either LEs or megabytes.

You may also change the name of the volume group the LV is assigned to. Note that this will change the
actual LV device name, since the name of the logical volume device is actually “/dev/VGname/LVname”
(but we of course don'’t bother you with the /dev prefix).

To select the specific physical volumes within the volume group where you want this LV placed, move to
the Physical Volumes field and press F4. It is not necessary to assign PVs to the LV unless you plan to
stripe the LV or you have a desire to specify its location (you may want 2 LVs that perform different I/O
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workloads located on different PVs, for example). A window will pop up showing the physical volumes
currently assigned to the volume group, and you can select or deselect PVs from the list.

Note that you must select at least 2 PVs when you choose to stripe the logical volume data across PVs (by
setting the Stripe Size value to any non-zero value).

When finished with your selections, press F3 or ESC to return to the list of LVs, and F3 or ESC again to
return the Change LVM Settings menu.

Add or Change Meta-disks

Use this option to add a new meta-disk (software RAID device) or to remove an existing meta-disk or change its
attributes. Details on the use of meta-disks can be found throughout the Linux documentation as well as in the
mkraid and raidstart command man pages. A brief description is provided here.

A meta-disk provides various levels of software RAID, otherwise referred to as “RAID levels”. The levels are
defined as follows:

0 (Striping) The data is striped across 2 or more physical devices for better performance.

1 (Mirroring) An identical copy of the data is stored in two or more physical devices.

5 (Striping/parity) The data is striped across 2 or more physical volumes, and an additional disk is used to
contain parity information, which itself is striped across the disks.

9 (Linear) OK, “9” was of our own choosing since we wanted to use a number for consistency.
Linear means that there is no striping or mirroring, but multiple devices can be
combined sequentially to provide a single larger-sized device.

When selecting this option you are first provided a list of meta-disks currently defined, if any, and an option to
<Add New> meta-disks:

Storix System Backup Adwinistrator

Heta-disk Size (HB) Contents
<Add Hew>

wd0 400 /howe/devel
udl 550 Fdatad

wd? 200 fstorix

Fi=Help F3/EZC=Done DOWH/TAB=Next ENTER=Select

In any case, your next selection will take you the screen for adding, changing or removing meta-disk definitions
as follows:
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Storiz Systewm Backup Adwinisztrator

Contains Filesystem fstorix

Create Dption: [{] Create Only
HD Mame: ud?

RAID Level: Hirrored
Persizstent superblock?

Clhamk Size: Ebytes

Parity Algorithe: Mot applicable

Device type: LV Logical volumes
RAID devices: velflvolZ vel/lvol3
Spare Devices:

Fi=Help F3/ESC=Done F4=List

From this screen you can choose to Create, Create and Restore, or Delete a meta-disk. The option to
Create/Restore is only available if this is a meta-disk whose raw data contents were included on the system
backup. The MD Name must begin with “md” and is followed by a number between 0 and 31.

Specify the RAID Level as described above, keeping in mind the minimum number of devices that must be
assigned to this meta-disk to accommodate the RAID level.

Information on the other options may be displayed by pressing the F1 (help) key. For a list of selections for a
particular field, press the F4 key.

The Device type may be one of DISK (for whole disks), PP (for partitions), LV (for logical volumes) or MD (to
build the meta-disk on other meta-disks). The RAID devices field may only be filled in with devices of the type.
Press F4 in the RAID devices field to list the devices available (of the type specified in the Device type field)
and select from the list as shown:

Device nawe Size (HB
=> velflvol2 200
=> velflvol3 2000

The example above shows logical volumes to be assigned. Note that the LVs shown are of varying sizes, which
is not recommended for striped or mirrored meta-disks, since the maximum amount of space available would be
that of the smallest disk (times the number of disks). This will work fine for linear meta-disks, however.

When finished with your selections, press F3 or ESC to return to the meta-disk list, and F3 or ESC again to
return to the Change Settings menu.
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RAID 0+1

RAID 0+1 is both striping and mirrored. It means building a mirrored RAID device from striped RAID devices.
Since mirroring usually causes 1/O performance degradation, this design is typically used to get normal disk I/O
performance while still having mirrored (redundant) data. Since both Logical Volumes and meta-disks can
stripe data, and they are both block devices, they can both be used to build a mirrored meta-disk! Here's an

example:
(mlrrored
meta-disk)

vgO/lvoll vgO0/Ivol2
(striped logical (striped logical
volume) volume)

ojo

The logical volumes are striped across multiple physical volumes (PV) and then your striped logical volumes
are combined into a mirrored meta-disk. This means that as data is written to the meta-disk (md0), an identical
copy is written to both logical volumes vgO/Ivoll and vg0/lvol2. Those logical volumes each stripe the data
across 2 of the 4 physical volumes assigned to them, alleviating much of the performance hit taken by mirroring
in the first place.

Refer to the LVM Settings section for more information on logical volumes.

Add or Change Filesystems

This option may be used to change any of the settings for the filesystems, which vary depending on the
filesystem type. SBAdmin Backup Administrator supports the following most popular filesystem types at this
time:

ext2 Linux Second Extended

ext3 Linux Journaled Second Extended
reiserfs Reiser Filesystem

ifs IBM Journaled Filesystem

xfs SGI Extended Filesystem

vfat MSDOS/Windows FAT Filesystem
minix Old Linux Filesystem

msdos MS/DOS FAT12 Filesystem

Virtually any of the attributes which are available for the filesystems above can be set or changed from the
menus. Since some filesystems provide advanced features and performance not previously available on, for
instance, an ext2 filesystem, you can simply change the type of the filesystem to take advantage of the new
features. You can even select external devices to use for journaling ext3 and xfs data, adding performance by
placing the journal on a separate disk than the filesystem.
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When you select this option you will receive a list of filesystems currently defined, along with an <Add New>

option:

Storix System Backup Adwinistrator

FS Type Hount point

ext? 7
ext? Jbackups

ext3 Jboot
velfIvoll reiserfs fdatal
velflvoll jfs Jdataz
velflval2 =xfs Jdata3
ndl minix Jdatad
hdaT viat Jdatah
hdal0 jfs Jhoue
[Hore]

=R R =y R TL L]

Fl=Help F3/E3C=Done

DOWH/TAB=Next ENTER=Select

Select <Add New> to add a new filesystem. You will be required to specify the new mount point, or directory,

for this new filesystem. Then, the following options screen will appear:

Storix System Backup Adwinistrator

Create Dption: [H] Create and Restore
Hount Point: Istorix

Device: wd?
Filesytea type: ext?
Humt options: defaults

Additional "ext?” Filesystew Options:
Volume label: none
Block size (hytes): 1024
Bytes per Inode: 4096
Blocks per stripe: default
Other feabwres: sparse_super, Tiletype

Filesystem size (HB): 200 Used: 83 Free: 116
F1=Help F3/ESC=Done F4=List

The options displayed here are for an “ext2” filesystem. If you change to a different filesystem type, the options
will change as well. We won’t describe the options in detail since you have much information available with the
F1 (help) key. Also use the F4 key to show lists of available options.

The options common to all filesystems are:

Create Option — Here you can specify to Create the filesystem only, Create it and restore the data, or
Delete it. Although the filesystem data may be on the backup, you can choose to create the filesystem without
actually restoring the data into it.
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Mount point — You can change the directory where the filesystem will be mounted. The data is restored relative
to this directory, so the contents, if any will not change. You cannot change the mount point of the root (/), /boot
or /usr (if any) filesystems.

Device — Here you can select a new device where the filesystem should be created and/or restored. Possible
filesystem devices are whole disks, partitions, mate-disks and logical volumes. When pressing F4 at this field,
you will get a list of any devices that are not already assigned data as follows:

Device name Device type Size (HB
hda9 Partition a02
=> md? Heta-disk 200
i k] Heta-disk 1000
vel/lvol3 Logical voluwe a0

Filesystem type — Here’s where you can select the type of filesystem to create. Only the filesystem types
supported by BOTH the boot media and the backup to be restored will be selectable within this field. Changing
this field will change the options while appear in the Additional options section below.

Only filesystems supported by the boot loader will be available for the root
filesystem UNLESS you have a /boot or /yaboot filesystem. In that case, the /boot or
lyaboot filesystem will be limited to filesystem types supported by the boot loader.

Mount options — F4 at this field will display a lengthy list of mount options which apply to all filesystems as well
as additional mount options specific to the selected filesystem type. You can combine them in most cases, and
some options, when selected, will prompt you for additional input. In most cases, you can use “default”. Don’t
change these unless you know what you're doing.

Additional Options — Various options such as block size, fragment size, external journal device, label id, etc,
will appear, based on the filesystem type selected. The options vary for each filesystem, and the list of
available selections under each option will also vary depending on both the filesystem type and the other
options selected.

External Journals

Some filesystem types provide the ability to use external journals. In this case, you can select another
device (same type as the filesystem itself) where the filesystem metadata will be journaled. Since journaling
the metadata can be a bit performance hit, this allows you to keep the journal on a separate disk than the
filesystem itself to ease the 1/0 workload.

Minimum Filesystem Size versus Device Size

The minimum filesystem size displayed in various places in the menus is the size of the data in the original
filesystem that was backed up. The size of the device may have to be quite a bit larger depending on the
amount of space the filesystem metadata and journaling requires.

The journal size can be specified in some cases. We generally recommend using the default size, which
varies by filesystem type. If you change the journal size, more or less room in the device itself will be taken
up by the journal. The size of the journal also varies in most cases based on the size of the filesystem.

SBAdmin tries to keep track of the minimum size of the device based on the amount of data to be restored,
and this calculation varies based on the filesystem type, the journal size, and many other options that are
configurable here. If you change any of the options, such as the number of inodes in a filesystem, be sure
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you have plenty of free space available (based on the size of the device) in case the change requires more
space than the filesystem previously needed.

When you have finished your changes, press F3 or ESC to return to the filesystem selection screen and F3 or
ESC again to return to the Change Settings menu.

Add or Change Swap Devices

Use this option to select the device or devices which should be used as swap devices (also known as swap
space and paging space) on the system. Any raw device, including partitions, logical volumes, or meta-disks
may be used for swap. When selecting this option, a screen similar to the following will appear:

Storix System Backup Adwinistrator

Heta-disk
vel/lvol3 LogicalVolume 30

Fi=Help F3/ESC=Done DOMN/TAB=Hext EWTER=Select

If an arrow (=) appears next to a device, then that device is currently configured as a swap device. To select
an unselected device, highlight the desired line and press Enter. If you do not want to use that device for swap,
press Enter and the arrow will disappear. This device will not be used, and may be instead used for other
features, such as filesystem data.

When you've completed your selections, press F3 or ESC to return to the Change Settings menu.

Change Boot Options

This option will allow you to select or change the boot loader that will be used to boot the system after the
installation completes. By default, the boot loader used on the original system when the backup was made will
be used (if it could be determined at the time of the backup). Refer to Boot loaders for additional information.

When selecting this option, a screen similar to the following will appear:
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Storix Systen Backup Administrator for Linux

Confipure Boot Dptions

Boot Loader Options _
Boot loader: ELILO
Boot device: sda

Kernel options: hdc=ide-zcsi

Console Options
Console type: Serial (ASCII} Terninal
Console device: ttySo
Terninal type: ibn3151

Fl=Help F3/ES5C=Done Fd=List

Each option is described below:

Boot loader — Press F4 to select the boot loader to use. The only options provided are those available on the
system and appropriate for the system type. The LILO boot loader will always be available for Intel 32-bit-based
systems, ELILO for Intel IA64-based systems, and the Yaboot boot loader will be the only available option for
IBM System p and System i systems.

Boot device — Press F4 to list and select the name of the boot disk. For LILO and Yaboot, this will always be
the disk containing the boot filesystem. For GRUB, it can be any disk on the system (and need not contain the
boot filesystem). The boot disk must be a disk containing a partition table. The boot device (disk) is the device
you must later set your system firmware to boot from after the installation completes.

Kernel options — This field will display the kernel options used to boot the system when the backup was made.
Some options specific to the boot process that do not apply after restoration of the system are removed. You
may change the options that are passed to the kernel from the boot loader by editing this field. Anything you
enter in this field will be available to the kernel and the system boot process, whether valid or not.

Console type — This field indicates if the system console will be a graphical display or a serial (ASCIl/text)
terminal. This field is filled in with the console type you booted from.

Console device — This field indicates the name of the device to use as the system console. The default will be
the console device you booted from if known, “tty0” for graphical displays or “ttyS0” for serial terminals.

Terminal type — If using a serial terminal, you should specify the terminal type in this field. If you booted from a
serial terminal you were asked to select a terminal type during the boot process, and this terminal type will be
the default. You may set this to the terminal type that should use used after logging into the system console
after system startup.

Also, refer to The Boot loader in Making the System Bootable. When you’'ve completed your selections, press
F3 or ESC to return to the Change Settings menu.
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7. Install the System

To install the system from the SBAdmin System Backup, you first must have selected the Installation Device
(which may be located on a local or remote host). You then have the option View/Change the Installation
Settings, where you can make any changes to the backup information stored on the backup media. If you used
that option, then the backup information was already restored from the backup, verified and modified as needed
to ensure the installation can be started.

Verification Process

If you select the option Install the System with Current Settings, this backup data will be checked (again if
necessary) to ensure the defined devices and filesystems can be created successfully. Here are a few things
that are checked:

1. The devices and filesystems defined on the backup are checked to ensure the kernel and modules
available from the boot media are adequate to create them. This includes ensuring that LVM and the
various RAID levels are available if required.

2. Ensures any backup data previously residing on a disk is assigned to a new disk unless the user
explicitly chose not to restore data.

3. Verifies that all devices assigned to meta-disks are valid and that there are enough devices assigned
for the appropriate RAID level.

4. Verifies that the physical volumes assigned to both volume groups and logical volumes are valid.

5. Checks that volume groups are large enough to hold the logical volumes defined.

6. Verifies physical volumes assigned to logical volumes are adequate for striping, if defined.

7. Validates the partition table and automatically adds an extended partition if needed to allow future
expansion into logical partitions. This is important also since the backup may be installed onto larger

disks, and using all primary partitions would prevent the ability to expand onto them.

8. Verifies that partitions will fit onto their respective disks and that primary partition sizes are defined at
disk track boundaries (in case the disk geometry has changed).

9. Checks that all filesystems are being created on devices large enough to restore the data. Even if a
device has not changed, the requirements may change if, for instance, the filesystem type was
changed to one which requires more space for filesystem metadata than was previously needed.

10. Verifies that the root filesystem is being restored and the device on which it is defined is still valid.
11. Verifies that the configuration conforms to boot loader requirements of the specific system type.

If any problems are detected, you will be informed of the problem and a recommended solution. In some cases
the process will offer to fix the problem for you, or even automatically reduce the sizes of partitions containing
filesystem data to make the partitions fit onto a disk. If problems persist, you will need to return to the Change
Settings menu to make any changes required to restore the data (or select not to create certain devices or
restore certain data).
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Starting the Installation

If all checks out, you are given one final warning:

! ¥0U HAVE SELETED TO INSTALL THE SYSTEH !!

If you continue, all disks selected for the
installation will be overwritten!

Are you sure you want to continue with the system
installation? (y/n)

Press “y” to continue the installation or “n” to return to the Main Menu.

If you choose to continue the install, the system will begin by reading additional information from the backup
media, then creating the devices and filesystems that are defined. Devices are created in the correct order so
that meta-disks created on logical volumes, for instance, are created after those logical volumes they depend
on, etc. After the devices are created, all filesystems are created and mounted.

If the backup was encrypted when it was created, you will be asked to enter the encryption key to decrypt the
data during the installation. If the correct key is not entered, you will not be able to continue the installation.
Refer to Installing from an Encrypted Backup for more information.

As the data is restored from the backup, a progress indicator will appear showing the status of the restore
including the estimated amount of data and time to completion. When all data for all filesystems, raw logical
volumes, partitions or meta-disks (if included on the backup) is restored, the system will perform some cleanup
and post-installation processing and attempt to make the system bootable.

Configuration Files

During the installation, a copy of any former configuration files that are modified by the installation will be saved
into the /tmp/storix_install directory. This will include system files modified during the installation process,
such as the /etc/fstab, /etc/raidtab and /etc/lilo.conf files (if used). You should examine these files and
compare to the modified files to verify the changes.

Making the System Bootable

When all data is restored and the installation processing is complete, the final, and very important step, is to
make sure the system will now reboot successfully.

The Boot Loader

SBAdmin uses one of the following as the boot loader to configure the system for boot-up, depending on
the system type:

1. For Intel-based systems, SBAdmin uses either:

GRUB - If the system previously had GRUB configured, a copy of the original GRUB configuration files
grub.conf, menu.lst, and device.map will be copied into the /tmp/storix_install directory. The
grub.conf file will be modified to add the new boot configuration as the default system to boot from.

LILO — If GRUB is not being used, LILO will be used instead. If there was a previous configuration in
the /etc/lilo.conf file, that configuration is saved to the /tmp/storix_install directory. A new stanza with
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the boot configuration will be added to the prior lilo.conf file, if any, or if the previous file was invalid (or
unused) a new file will be created with only one stanza used to boot the system. If a previous file
existed, the original copy will be saved in the /tmp/stx_install directory.

2. For Intel IA64 (HP Itanium) systems

ELILO — EFI firmware assumes the boot loader is named *.efi (typically elilo.efi) and is in the same
directory as the kernel and initrd image. There will also exist an elilo.conf file in the same directory.
SBAdmin will modify this configuration file as needed to boot from the configured disk, and saves a
copy of the original file in the /tmp/stx_install directory.

3. For IBM System p and System i systems

Yaboot - SBAdmin does not use the utilities that accompany this boot loader, as they differ greatly
between distributions. Instead, SBAdmin creates its own /etc/yaboot.conf file, then copies the yaboot
boot loader (yaboot.chrp) to the PReP Boot partition. If a previous yaboot.conf file existed, it will be
copied to the /tmp/stx_install directory before being changed.

Refer also to the Boot loader section.

Initial Ramdisk Image

SBAdmin will attempt to determine if any device support is required to mount the root filesystem that is not
already built into your kernel. This may include various filesystem support, LVM commands and modules, or
software RAID commands and modules. If it is determined that device support is required that is not built
into the kernel, then an Initial Ramdisk Image (initrd) is automatically created.

The initrd will contain the device support modules and programs, and a script for loading and initializing the
modules. The initrd is loaded by the kernel prior to mounting the root filesystem. Therefore, the initrd will
initialize any support needed to mount the root filesystem

The /boot filesystem

Boot loaders must be able to access information restored to the system during startup. This information is
contained in the /boot directory (or sometimes /yaboot or /boot/efi) of a filesystem. The /boot directory
may be in the root (/) filesystem or may be its own filesystem. We’'ll just refer to it as the “boot” filesystem
here.

The system recovery process will verify that your system configuration, boot loader
and boot device are valid and will require you to make changes as necessary in the
installation menus. In the installation menus, you will only be able to make
selections that are valid, based on your system type, boot filesystem type, and
support available on your system. The menus will also recommend creating a
separate /boot filesystem when necessary.

The boot filesystem must be of a type that the boot loader recognizes. LILO, for instance, must map the
physical disk blocks that make up the boot configuration files, kernel and initrd image. To do so, it must
know the filesystem format. Yaboot and GRUB boot loaders must be able to mount the boot filesystem in
order to find the config file, kernel and initrd. In any case, the boot filesystem must be a filesystem type that
the boot loader supports.

Intel 32-bit (BIOS) systems using LILO or GRUB: In addition, the boot filesystem must be in a primary
disk partition (1-4), not in an LVM logical volume or a striped software RAID (meta-disk) device.
The filesystem must be of type ext2 or ext3.
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Intel 1A64 (EFI) systems using ELILO: The boot filesystem must be a VFAT filesystem which must
reside on a disk partition, not an LVM logical volume or a striped software RAID (meta-disk)
device. Since you're not likely to have a root filesystem of type VFAT, you should have a separate boot
filesystem. This may be in an EFI or a DOS partition.

IBM System p and System i using Yaboot: These systems require that you have a PReP boot (type 41)
partition on the boot disk, into which the yaboot boot loader is copied. Be careful to make this partition
small (< 10 MB) since the entire partition is read into memory. The boot filesystem must also be in a
primary (1-4) partition on the same disk, and contain an ext2, ext3, reiserfs or xfs filesystem.

It is sometimes advantageous to have the root (/) filesystem in a striped logical volume or software RAID,
or be a Reiserfs filesystem, for instance. For this to be possible, you cannot use the root filesystem as the
boot filesystem. Therefore, you can create a /boot (or /yaboot or /boot/efi) filesystem in addition to the
root filesystem. This will become the boot filesystem, and may be of a size only large enough to contain the
boot configuration files, kernel and initrd images. Since the root filesystem is no longer part of the boot
process, there are no limitations on the type of container (LVM, RAID, partition, etc) of the root filesystem,
or its filesystem type.

Within the system installation menus, if you have no separate /boot filesystem and you attempt to configure
the root filesystem on a device or filesystem that the boot loader does not support, you will see a warning
message indicating that this is not supported, suggesting you create a /boot filesystem instead. If you
choose to do so, refer to the requirements noted above for each system and bootloader type.

If these conditions are met, SBAdmin will create this filesystem during the system install process and use it
to store the boot configuration files, kernel and initrd image required to mount the “real” root filesystem.
With all of the information and files required by the boot loader existing in this filesystem there are no
longer ANY limitations on what device or filesystem the root filesystem can be created on!

Refer to the Boot loader section for additional information on each boot loader’s requirements.

Doing it Yourself

In some cases, SBAdmin may not be able to determine what device support is required or already built into
the kernel. Therefore, at the end of the installation process, you are placed in a prompt (assuming this is
not a no-prompt installation), where you can use your own commands for configuring a different boot
loader as needed. At this point, you are given a message similar to the following:

LILO has been configured as the boot loader. If you want to use a
different boot loader or require additional configuration prior to
rebooting the system, you may do so now.

The LILO boot configuration file is /etc/lilo.conf. Your original

lilo.conf, if any, has been saved as /tmp/storix_install/lilo.conf.
Please remove any boot media and be sure the
system firmware is configured to boot from ™

When done, type "exit'" to complete the installation process and reboot.
sh>

At this point, if no change is required, just type “exit” to allow the system to reboot. You can manually make
any changes to your boot loader configuration and install your boot loader. This will override the boot loader
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configuration that SBAdmin applied. If your previous boot loader configuration was overwritten by SBAdmin,
the original copy of the config files are first copied to the /tmp/storix_install directory, from which you can
copy the files back into place if you need to.

Only when you are sure you have correctly applied the boot configuration should you type “exit”. Once you
do so the system will be rebooted normally.

Installation Errors

If any error occurs in creating the devices, creating or mounting the filesystems, or restoring the data, you will
be provided a message containing the details and the failing command and asked to correct the process
manually before continuing the installation. At this point you are placed at a shell prompts where you can
diagnose and correct the problem. The command which failed must be completed before the installation can
continue successfully. When the problem is corrected, type “exit” to exit the shell and continue the installation.

System Boot Problems

The SBAdmin installation process does its best to prevent you from making any changes that might prevent the
system from booting. For example, you are not allowed to put the /boot filesystem on a logical volume since
boot loaders can'’t read the boot configuration or kernel from a logical volume.

The most common boot problem after an install is simply that your system firmware is trying to boot from the
wrong device. First remove any removable boot media from the system and try again. If you changed the disk
containing the /boot (or root if no /boot) filesystem, you may need to tell your firmware to boot from the new
disk. Each firmware used has different menu options, and even names the disks differently, so you will have to
refer to your system documentation for details.

SBAdmin takes care of ensuring that all devices, LVM and/or software RAID are running if they’re needed to
access the root filesystem. Once the root filesystem is available, control is turned over to the normal system
initialization procedures. Any errors that occur at this point will not usually render the system unusable, but may
require additional customization (beyond the scope of SBAdmin) to restart all system processes in the correct
order.

Should all else fail, at least we know that the system has been configured and restored successfully, so we just
need to figure out how to get it to boot. Your SBAdmin Boot CDROM can help. You can boot from the CDROM,
and when the menus appear, select “Enter a Maintenance Shell”. At this time, you can attempt to mount your
root filesystem manually to the /mnt directory by typing (for example):

mount —t ext2 /dev/hda5 /mnt
If this succeeds, then you can usually change to that root filesystem by typing:
chroot /mnt /bin/sh

This will place you at a shell prompt under your newly mounted root filesystem. Now you should be able to use
any commands needed to verify or configure your system to boot properly.

Should any system, even when changing the disk configuration, not startup at the end of the installation process
the same as the original system, you should report the problem to SBAdmin immediately. With the vast number
of Linux distributions changing daily, it's virtually impossible for SBAdmin to test every scenario, but will ensure
that your system gets up and running!
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Network Re-configuration (avoiding conflicts)

If the system is reinstalled from a remote install server, then you entered the client IP address when either
booting the system, or when selecting to restore from a remote server. In either case, the client IP address
entered will be used to reconfigure the network adapter information restored from the backup. In addition, any
additional network adapter configurations restored from the backup will be disabled on reboot.

This is handy when a single backup is used to reinstall multiple clients, as each client will then reboot with its
own customized network configuration, regardless of that on the backup. Network adapters not used during the
installation are disabled on reboot to prevent any duplicate IP addresses (i.e. this system and that of the original
client the backup was taken from).

If, however, you installed the system from local boot media (CDROM, tape or hard disk), the new network
configuration, if different, is not known. It is assumed that the backup being restored came from the same
system, and the network configuration is unchanged. Therefore, when the system reboots at the end of the
install, it the network will configure with the original settings restored from the backup. If the backup contains IP
addresses used by another system on the network, you should unplug the system from the network to prevent
IP address conflicts until you have changed the network settings on the newly restored system.
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8. System Recovery Utilities

From the System Installation and MaintenanceMain Menu, select System Recovery Utilities to display the
following options:

Eul:| aten Rec y Utilities

oad Additional SCSI/FC Adapter Hodules

Load Additional Network RAdapter Hodules

Configure Renote Install Hanager

Start a Haintenance Shell

local
none {undef ined}
Seqlun: 1

Load Additional Device Adapter Modules

This option is used to load SCSI, Fibre-channel or Network adapter modules that were not automatically loaded
when the system was booted from the media. By default, only modules which were available on the system from
which the boot media was created are automatically loaded. If you are installing onto a different system with
different adapters, it may be necessary to load additional modules before all devices are detected.

For SCSI and Fibre-channel storage adapters, select Load Additional SCSI/FC Adapter Modules. For
networks, select Load Additional Network Adapter Modules. As with the following (Network) example, a list
of available modules and their descriptions will appear:
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Administrator for Limoe

Press ENTER to load or wnload a modules from the list below,
"= indicatez a module currently loaded, Press F3/ESC when done,

Hodule Description

—— — Ethernet Hetwork Adapters
> 5is900 5i5 900/7016 Fast Ethernet device

typhoon Lom Typhoon Family 30990, 3CR990, and variants

3o 3com 501 Etherlink Adapter

3c503 Zcom 903 Etherret Card

3c505 Zcom 505 Etherlink Plus

307 Jcom 907 Etherlink 16

3ch15s Jcom 515 I5A Fast Etherlink adapter

3% Zcom 590 EtherLink/HC 32 Adapter

1tpe F259%hased onboard Ethernet

lance AHD LARCE/PCret—Ffast Allied Telesis AT1S500, HP J2405A

amddBl11e AMDE111 hased 10100 Ethernet Controller

wavelan AT&T GIS Havelan ISA Card

at1700 AT1700/1720 Ethernet

starfire Adaptec Dur-al AN (AKA "Starfire™)

[Hvel—————————————————————————————————————————————F1Hely

Fi=Help F3/ESC=Tlone

An arrow (==>) will appear next to the device modules that are currently loaded on the system. If you highlight
and select a line for a module that is not currently loaded, a message will appear indicating that the module is
being loaded. If the module is loaded successfully and new devices (or adapters) are detected, a message will
appear showing you the names of the configured devices. If no new devices are detected, the module will be
unloaded automatically and a message to that affect will appear on the screen.

If you move highlight a line contain an arrow and press enter, you will be informed that the module is currently
loaded and asked if you want to unload the module. Note that unloading a module may cause devices currently
configured to become unavailable (i.e. disk or tape drives), and some modules may not be unloaded if they are
currently in use (i.e. network adapters for active networks).

When you have finished your selections, press ESC or F3 to return to the System Recovery Utilities menu.

Start a Maintenance Shell

Select this option to start a maintenance shell where you may perform various operations for performing system
maintenance or recovery such as mounting and repairing disk filesystems, or reconfiguring the disk boot loader.

When entering the shell, no disk filesystems will be loaded, and only the command set available on the boot
media for system recovery are available. The user will need to perform the manual tasks needed to mount the
root (/) or other filesystems if access to the data stored on the disks is desired. The commands and options for
doing this vary much too widely to be discussed here, as some filesystems reside in LVM, others are made from
RAID devices, etc.

When you have finished the system maintenance tasks, you may reboot the system from the command line, or,
if you wish to return to the system installation process, you may type “exit” at the prompt to return to the menus.

Configure Remote Install Manager

If you configured RIM at the time you created the boot media, it will be automatically enabled and it will not be
necessary to configure in this option. If, however you did not pre-configure RIM, or if you need to change the
RIM configuration (network adapter, IP address or subnet, or if you forgot the password you previously
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assigned), you can configure and enable RIM from within the system Installation menus after booting from the
SBAdmin boot media. To do so, select the System Recovery Utilities option from the main menu to display the
following:

Storix System Backup Adninistrator for Linux

Renote Install Hanager

onfigure Renote Install Settings

Start Local SSH Server
Stop Local SSH Server

Kill Remote Connection

Local 55H Server Status: Stopped
Local S5H Connection: Hone

Fl=Help F3/ESC=Done DOHH/TAB=Mext ENTER=Select

Select Configure Remote Install Manager. The following screen will display:

Fenote Install Hanager Cond

Renote Inctall Authentication Settings
Renote Install Usernane: shadain
Renote Install Password: myloginpassword

Renote Inctall Hetwork Setbings
Hetuwork Device:
IP Address:
Subnet Hask:

Local 55H Server Statusz: Stopped
Local SS5H Connection: Hane

The Remote Install Username is set to “sbadmin” and may not be changed. Enter a password in the Remote
Install Password field. The password will be necessary to login to the remote install client.

Select the Network Device (adapter) that should be configured to connect to the remote install client.

Enter the IP Address used to configure the network adapter. Note that, if the selected adapter is already
configured (as a boot or install device) and you enter a different IP address than the adapter is currently
using, you will be provided a warning and allowed to continue. If you do so, however, the previous settings
will no longer apply, and the adapter will be reconfigured under the new IP address.

Enter the Subnet Mask (if necessary) used when configuring the network adapter. As with the IP Address, if
the adapter is currently configured under a different subnet mask, you will be warned and allowed to
reconfigure the adapter under the new subnet mask.

Storix System Backup Administrator -72 - Version 7.1 Linux System Recovery Guide



When you have finished your selections, press ESC or to return to the RIM Menu. Then select Start Local SSH
Server. The network adapter will be configured with these settings and the RIM server will be started. You can
see the current status of the RIM server by looking at the Local SSH settings which appear on the screen.
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boot device, 63
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